
 

Authlogics Authentication Server  

Three factors. Multiple logon types. 
Unlimited possibilities.  

For years the password has been the 
foundation upon which user access has been 
built. But passwords can be risky.  They rely on 
the human element for creation, recall, and 
protection. And humans are hardly infallible. 
While It’s become the norm to add complexity, 
this doesn’t always equate to security.  

Authlogics are award-winning authentication 
experts dedicated to helping IT managers 
improve security, while making it easier for 
users to access their information. Unlike other 
security companies who believe in high costs 
to justify their value, Authlogics focuses on 
helping organisations transition away from 
passwords, while improving their security 
posture and compliance to policy. 

Engineered from the ground up with the 
modern IT manager in mind, Authlogics’ 
solutions are feature- rich and simple to deploy. 
 

Authentication Technologies 

With Authlogics, you’re spoiled for choice when 
it comes to types of authentication - all covered 
under a single licence:  

•  PINgrid: this pattern-based logon technology 
requires no static PIN or password. All you 
need to remember is a pattern which, unlike a 
password, is never given away during a logon; 
keeping your pattern a secret. 

•  PINphrase: random letters from an answer to 
a question act as a one-time code. The user 
does not need to remember anything new, and 
as with PINgrid, no password is required; the 
secret is kept safe. 

•  PINpass: an industry familiar 6-8-digit 
random code solution, which is fully OATH 
(Open Authentication) compliant (RFC 4226 
and 6238). 

•  YubiKey: A highly secure hardware token 
providing two-factor authentication when soft 
tokens are not the desired option. 
 

Authentication Factors 

•  Device-less (1.5 Factor) Authentication: 
provides a middle-ground where a high level of 
security is required but the complexity of 2 FA 
is not. When integrated directly into an app or a 
website, a user simply logs on with a secure 
One Time Code (OTC) without needing a 
separate physical device. This option provides 
all the benefits of a password while mitigating 
password’s inherent security issues. 

•  2 Factor Authentication: traditionally 
combines ‘something you have’ with 
‘something you know’. Our 2 FA technologies 
can be delivered via the Authlogics 
Authenticator soft-token, TEXT/SMS, or email 
(pre- or post-send). 

•  Transaction signing (3 Factor 
Authentication): adds ‘something you are doing’ 
to the mix. The award-winning* PINgrid, and 
PINpass solutions have made transaction 
signing possible via the Authlogics 
Authenticator soft-token to deliver the most 
secure transaction signing technology available 
in the industry without requiring dedicated 
hardware. 

 

Authlogics Authentication Server is the heart of a highly 
scalable enterprise-class solution for secure authentication 
and password management. It’s helping clients all over the 
world pave the way to a password-less future for themselves. 

Features and highlights 

• Secure on-premise and the 

cloud from a single location 

• Flexible authentication  

choices on a per user basis 

• 1.5, 2 and 3 factor risk 

appropriate security 

• Up to 10 different tokens per 

user 

• User self-service with AD 

password reset and account 

unlock 

•  Web API and SDK 

integrations 

• Two-way  identification over 

the phone 

• Secure Password Vault for 

password-less logons 

• Multiple agents for 3rd party 

integrations 

• FIPS 198 and 180-3 

compliant cryptography 
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Authlogics Authentication Server  

Authenticate on the Phone, Web 
or in App... without a password 

The Authlogics Authentication Server is a 
flexible, cost-effective solution for 
transitioning to a password-less world 
while securing your cloud apps, web site 
logons, VPN connections, windows 
desktops, Citrix remote desktop, network 
access control, wi-fi connectivity and 
more. 
 

Manage your security the 
way you need to with intuitive 
management tools  

Main administration is performed via our 
rich Management Console UI, which can 
be installed and used remotely. Also 
Included is a web-based Operator Portal -  
perfect for helpdesk tasks such as 
enabling Emergency Override Access.  
Role-based access means you get to 
choose who is authorised to perform 
which tasks, while extensive logs track all 
activity for auditing requirements.  

Need to provision 10,000 users in 15 
minutes? No problem. With the toolset 
provided, you can perform seemingly 
impossible tasks in no time. All tasks can 
be performed via our comprehensive suite 
of web APIs, ideal for automating 
processes and freeing up more time for 
your administrators. 

Empower users 

Password resets can make up to 40% of 
help desk calls. With Authlogics Server 
Self Service Portal, users can perform 
common tasks via a simple web interface, 
including Active Directory password 
resets. 

Other tasks include changing PINgrid 
patterns, setting PINphrase answers, 
updating PINpass PIN codes, and adding 
or removing soft-token devices and 
YubiKeys used for multi-factor 
authentication.  

When used together with Password Policy 
Agent, users are presented with an 
intuitive interface to help them choose a 
compliant password, with helpful 
guidance as to why their password may or 
may not meet policy requirements. 

  

Password-less logons 

AES256 encrypted with digital certificate 
asymmetric public/private keys, 
Authlogics’ password vault keeps track of 
all your users AD passwords. It’s this 
super-secure mechanism that enables 
Authlogics’ password-less logons to 
Windows Desktops.  

Know who you’re talking to 
with Two-Way ID 

Exclusive to Authlogics, this simple 
protocol enables help desk agents and 
users alike to quickly identify and verify 
themselves to one another telephonically 
or via web chat. This dramatically cuts the 
time spent on a call whilst ensuring bi-
directional trust between the two parties 
on the call. 
 

Turn any mobile device or PC 
into a multi-factor token  

The Authlogics Authenticator is a free 
App that turns any mobile device into a 
multi-factor token. Available from all 
major App Stores as well as for corporate 
managed desktop deployments, the token 
runs 100% offline and does not need to 
sync with the server.  For complete 
flexibility, link up to 10 devices to any one 
user account, or link a single device to 
multiple accounts.  

Rewrite the rule book for authentication solutions – and make it simple  
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About Authlogics   

Award-winning authentication experts Authlogics 
are committed to assisting IT managers improve 
security while making it easier for users to access 
their information. Authlogics focuses on helping 
your business transition away from password-
driven environments, while increasing your security 
posture and compliance to policy and regulatory 
controls. 

Authlogics Authentication Server is one of the core 
components of the Authlogics product suite, an 
enterprise-ready authentication and password 
management platform designed to fit seamlessly 

into existing Active Directory environments, or as a 
standalone solution. 

Authlogics has been designed to integrate with 
most systems from remote access solutions to 
application specific requirements via standard 
interfaces such as RADIUS and Web Services. It is 
quick to deploy, easy to maintain and manage with 
tools such as web-based user self-service and 
helpdesk operation portals. Authlogics also includes 
Windows Desktop Logon functionality to allow for 
online and offline access to Windows PCs. 


