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Mobile Device  
Management Integration
Securing network access and mobile device data

Mobile devices continue to proliferate in 

the enterprise at an exponential rate. 

With the growing number of device 

types and operating systems, 

businesses face complex mobility 

management challenges that can 

threaten corporate security. 

Increasingly businesses look to 

integrated Network Access Control/ 

Mobile Device Management solutions as 

a means to control and secure both 

network access and the data/

configuration settings on mobile 

devices.

Mobile Device 
Management 
Mobile Device Management (MDM) 

delivers centralized management 

control of mobile devices, such as 

smartphones, tablets, and laptops, 

independent of network access. While 

Network Access Control solutions, such 

as Avaya Identity Engines Portfolio, 

controls and secure network access, 

MDM controls and protects the data and 

configuration settings for all mobile 

devices in the network. Collectively an 

integrated MDM solution can reduce 

costs and business risks while 

optimizing the functionality and 

security of a mobile communications 

network while minimizing cost and 

downtime.

MDM is typically implemented with the 

use of a third party product that has 

management features for particular 

vendors of mobile devices. There are 

numerous MDM offerings in the market 

including Citrix MDM, MobileIron and 

others. 

Benefits of MDM 
integration 
MDM integration offers many benefits.  

For example, it could enable 

organizations to block individual 

devices to ensure that jail-broken 

devices cannot compromise security. It 

could also allow organizations to keep 

employees from downloading 

applications from unapproved app 

stores that could contain malware, 

which could in turn be used to 

compromise the device or the network.  

Advantages to an integrated MDM 

solution include seamless onboarding, 

admission control and provisioning of 

apps on devices. 

Figure 1 highlights integration between 

Avaya Identity Engines and Citrix 

XenMobile MDM solution.
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Identity  
Engines - MDM 
integration

Control and secure 
network access and 
mobile device data 
and configuration

•  Support for Citrix 
XenMobile MDM

•  Plans to support 
other MDMs

•  Driven by Avaya IT as 
part of Avaya 
employee BYOD
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About Avaya
Avaya is a leading, 
global provider of 
customer and team 
engagement solutions 
and services available 
in a variety of flexible 
on-premise and cloud 
deployment options. 
Avaya’s fabric-based 
networking solutions help 
simplify and accelerate the 
deployment of business 
critical applications 
and services. For more 
information, please visit 
www.avaya.com.

Avaya Identity 
Engines Portfolio
The Identity Engines Guest 
Manager is part of the Avaya 
Identity Engines portfolio—a 
comprehensive set of 
software products designed 
to interwork and simplify 
network identity and access 
management, including 
Bring Your Own Device 
(BYOD) and guest access 
policies. The portfolio 
includes: 

•  Ignition® Server

•  Ignition® Guest Manager 

•  Ignition® Access Portal 

•  Ignition® Posture

•  Ignition® CASE Wizard 

•  Ignition® Analytics

• Ignition® AURA® Single 
Sign On

The Avaya Identity Engines 
portfolio integrates with any 
vendor’s networking 
equipment to provide the 
central policy decisions 
needed to enforce role-
based network access 
control while supporting 
federated identity 
management across all major 
corporate directories, e.g., 
Microsoft Active Directory, 
LDAP, RSA Authentication 
Server and more.

Identity Engines-Citrix XenMobile Benefits
• Ensures consistent and predictable network access for managed and 

unmanaged devices

•  Controls who can use the network to access which resources and when and 

where they may do so

•  Facilitates regulatory compliance

•  Gives users device and app choice while ensuring compliance

•  Delivers business- class productivity apps that users love and IT embraces

•  Enable business by allowing simple, scalable and anywhere access to apps

•  Provide advanced app and data controls to keep users happy while assuring 

content security for IT

Figure 1. Identity Engines – Citrix ZenMobile MDM integration.

Learn More
To learn more about the Avaya Identity Engines Portfolio, contact your Avaya 

Account Manager, Avaya Authorized Partner, or visit us at www.avaya.com.
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