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Cicero Discovery Delivers Activity Intelligence 
Cicero Discovery is a software solution that provides companies operational visibility into how their enterprise 

desktops are being used and performing to identify areas for process improvement and cost reduction. Cicero 

Discovery collects activity and application performance data and tracks business objects across time and across 

multiple users, as well as measure against a defined "expected" business process flow, either for analysis or to 

feed a third party application. Cicero Discovery is invisible to the end user – it gathers data about what they do, 

what applications they run, how those applications are used, the health of their computer and the type of data 

they are working on that the company is interested in.  These data are collected and stored centrally and can be 

tracked in real-time or via deferred processing. 
 

Companies are using Cicero Discovery to 
 

 Monitor for potential business rule, compliance, fraud, and company policy issues. 

 Identify inconsistent workflow or missing steps in given processes. 

 Publish configured events to stop and start call recording software (or any other purpose). 

 Identify the step(s) in any or all processes an object (an account, claim, product, etc.) has been through 

and also what the latest step was and the current step in process. 

 Define an “anticipated” sequence for a process and report the events as they happen regardless of order. 

 Distinguish the differences between top and bottom performers. 

 Pinpoint repetitive and manual tasks that could be automated. 

 Capture where and when data are cut or copied from applications. 

 Identify if employees are navigating several screens (clicking, alt + tab) to complete tasks. 

 Capture, analyze, and focus on Key Performance Indicators and metrics. 

 Supply desktop activity data to third-party enterprise analysis and reporting applications (e.g., BI, 

BAM, BPM, WFM/WFO, Speech Analytics, Call Recording, etc.). 

 Improve application usage and better focus/leverage IT investments. 

 

Cicero Discovery Modules 
There are five primary monitors in Cicero Discovery:  Session, System, Activity, Business Data, and Business 

Process.  These monitors are used to capture various data and can be configured to meet your specific business 

requirements using a centralized management tool.   The System Monitor is typically used by IT groups to collect 

inventory information about desktops and to troubleshoot problems with applications, computer systems or 

networks.  The Session Monitor tracks user login times, Work and Active times, screen saver, printing, system locks, 

power events, etc. The Activity Monitor is used to identify potential areas for improvement such as data integration 

or automation. The Business Data and Process Monitors are ideal for business analysts who want to track and 

measure how an object moves through a given process or series of processes across the enterprise. All the 

modules gather data in real time for all workstations and make the data available immediately for analysis, 

reporting, or third party applications. The table below summarizes these modules, their key features and 

common benefits. 
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Cicero Discovery 
Monitors 

What Does it Capture How it Can be Used 

System Monitor 

A diagnostics tool that is activated 
when the health of a computer has 
come into question. This could include 
slow performance, memory issues, 
lock-ups, blue screens, or other issues. 

 Troubleshoot system lock-ups, blue 
screens 

 Detect and isolate memory leaks 

 Identify systems with slow 
performance and other issues 

Session Monitor 
Collects the session-wide events that 
happen with a user from when they log 
on to log off. 

 Monitor when employees begin and 
stop working. 

 Identify trends in inactive vs. active 
work time. 

 Identify times when an employee 
prints a document. 

Activity Monitor 

Collects information about the 
applications and windows that a user 
works with, the web pages they visit, 
when data is copied, printed, and more. 

 Identify areas for data integration and 
process improvement such as copy 
and paste, switching between screens  

 Monitor user activities such as time 
spent on specific screens, websites, 
and active work time in specific 
applications 

 Detect data communication issues 
and areas for infrastructure 
improvements 

 Monitor activity for compliance  

Business Data 
Monitor 

Capture data from screens based on 
configured triggers.  

 Notify other applications of desktop 
events in real-time either on the 
desktop or via server. This can be used 
for many requirements such as 
pausing call recording software or 
raising an alert to a supervisor, etc. 

 Gather key data values at specified 
points or events in an application for 
audit, tracking or other analysis.  

Business Process 
Monitor 

Track the complete lifecycle of virtually 
any business object (an account, claim, 
product, etc.) through several or all 
processes that touch the object across 
users, systems, and time. 

 Track an object through its lifecycle 

 Monitor activity for compliance 

 Identify strong and weak points in 
processes  

 Identify best practices 

 Implement process improvements 

 Iterative process allows focus to be 
refined to gain further information on 
potential “pain” points. 

 

System Monitor 
The System Monitor is primarily a diagnostics tool that is activated when the health of a computer has 

come into question. This could include slow performance, memory issues, lock-ups, blue screens, or other 
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issues. The System Monitor provides two key functions. First, it is used to identify processes that exceed 

certain CPU targets (for example, taking more than 40% of the CPU). Second, the System Monitor can 

take system snapshots of the current state of every process on the system (e.g. how much CPU is being 

used, how much RAM is being used, how many handles, threads, etc.) at definable intervals. This 

information can be used to identify memory leaks, which applications should not be on the system, what 

processes should not be running and other important details needed for comprehensive troubleshooting. 

 

Session Monitor 
The Session Monitor tracks sessions at both the workstation level and at the user level. Workstation 

sessions are tracked from startup to shut down and include all power events as well as a standard network 

performance monitor that tracks “real-world” network performance between the desktop and server at 

configurable intervals. This is particularly useful information for distributed users such as home workers 

and when users are in one location and the servers are in another. 

The User Session Monitor tracks session-wide events that happen with a user from log on to log off. This 

includes capturing inactive and active work times as well as when they lock their machine or suspend it, 

print something and other events.  Session Monitor supports fast user switching, remote desktops, virtual 

desktops and similar environments.   

Activity Monitor 

The Activity Monitor collects information about the applications and windows with which a user works, the 

web pages they visit, when data is copied and pasted, and more. This usage data enables business analysts 

to gain a much deeper understanding of the frequency and time spent on particular tasks and how 

applications are used to target areas for process improvement, increasing end-user productivity, and 

reducing costs. 
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Figure 1 – Configuring the Activity Monitor 

 
The Activity Monitor (Figure 1) captures everything the end user does at the desktop such as: 

 

 When the user logs in, logs out or a screen saver starts 

 When they start and stop applications 

 Which application screens they give focus to 

 How often the users switch between application screens 

 Which web pages the user visits and for how long 
 

Activity Monitor does not capture what the user is typing (i.e., a key logger) and does not collect the 

business data within applications. Rather it captures how the user interacts with all of the applications. 

Activity Monitor can also be used to identify which applications are “company approved,” down to the 

version level.  

 

Business Data Monitor 
The Business Data Monitor allows you to capture data from screens based on configured triggers. Using 

the Business Data Monitor you can also identify when a user goes to a particular field or screen and then 
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publish an event at the desktop or a server to take an action based upon that information such as starting 

or stopping call recording software.   

 

A business analyst uses a simple drag and drop designer (Figure 2) to define the object to be tracked, set 

the identification key(s) for recognizing the object, and add attributes to it for important data points that 

need to be tracked. Additional attributes can be added at any time. The object can be anything that the 

business wishes to follow through its lifecycle. The designer then generates “maps” – points in applications 

where a milestone should be recorded, linking application data to the object and then setting “triggers” to 

notify BPMon of the object’s current status. These could be button clicks, searches, field changes, or 

anything that could impact the object being tracked. The user creates these maps and triggers for 

applications on any platforms that may touch the object during its lifecycle. Multiple triggers can also be 

associated with each step of the process and triggers can be defined as being “start” or “completed” events 

for the object.  

 

 

 

Business Process Monitor  
The Business Process Monitor (BPMon) is used in conjunction with the Business Data Monitor to allow you 

to track the complete lifecycle of virtually any business object (i.e., an account, claim, product, etc.) 

through several or all processes that touch the object across users, systems, and time. BPMon does not 

enforce processes, workflows, or in any way change what the users are currently doing. It allows you to 

Figure 2 - Configuring the Business Data Monitor 
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determine and understand what is actually happening as opposed to what is “supposed” to be happening 

or what is thought to be happening during a process. It also allows the business to see weak and strong 

points in their processes, identify best practices, and implement process improvements. BPMon does not 

require replacing existing software or processes and can be implemented in a matter of days and start 

providing actionable intelligence in a matter of weeks.  

 

The Business Process Monitor tracks objects that are defined by the Business Data Monitor by simply 

setting the “Monitored” property of the object to true (checked).  The object can be anything that the 

business wishes to follow through its lifecycle. The designer then generates “maps” – points in applications 

where a milestone should be recorded, linking application data to the object and then setting “triggers” to 

notify BPMon of the object’s current status. These could be button clicks, searches, field changes, or 

anything that could impact the object being tracked. The user creates these maps and triggers for 

applications on any platforms that may touch the object during its lifecycle. Multiple triggers can also be 

associated with each step of the process and triggers can be defined as being “start” or “completed” events 

for the object.  

 

A business analyst can also use the designer to define an “anticipated” sequence for a process, BPMon will 

report the events as they happen regardless of order. It may turn out that a process with ten defined steps 

is executed in the real world as 2, 1, 5, 3, 4, 7, 9, 10 with steps 6 and 9 never happening. Or it may be 1, 2, 3, 

3, 3, 4, 5, 3, 6, 7, and 10. BPMon allows additional interim steps to be defined at any time to assist in 

tracking what is actually happening. All of BPMon’s work is done in the back end, analyzing data provided 

by the Business Data Monitor. 
 

Each event is tracked as it occurs and the object is updated throughout so at any time it is possible to see 

the step(s) the object has been through in any or all processes and also what the latest step was. The 

business can immediately see who touched the object, when, on what machine, with what application(s), 

and what was done. 

 
 

Cicero Discovery in Action 
Using Cicero Discovery is an iterative process (Figure 3) allowing companies to configure, deploy, collect, 

and analyze data from desktops across the enterprise. Once in production additional processes and 

objects can be identified for monitoring and reporting and easily deployed using Cicero Discovery Studio. 

In addition, Cicero Discovery can be used to validate changes to processes or desktop applications that 

have been implemented. 
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Figure 3 - An Iterative Process 

 
An example of using this iterative process would be the handling of an insurance claim. Using Cicero 

Discovery, an insurance company’s business analysts could define the attributes (status, amount, claimant, 

adjuster, etc.) of a claim that they want to track and define one or more processes to follow as templates. 

These initial templates define how the business analysts expect the claim to be processed probably at high 

level 3-4 steps. As the actual claim go through the processes, Cicero Discovery collects key data about who 

worked on it, what attributes changed, etc., as well as which defined step(s) the claim was in during the 

process.  This data can then be used to compare how the claims were actually processed, versus how the 

analysts believed they were supposed to be processed. If additional information is needed, they can define 

further steps in the processes, deploy the changes, and collect the data for additional analysis. Furthermore, 

the business analysts can make changes to their processes and use Cicero Discovery to validate their changes 

and identify other areas for improvement. 
 
 

Cicero Discovery Architecture 
Cicero Discovery is client-server software that you can configure and deploy across the enterprise to collect 

desktop activity and application performance data. This data can be stored in a central database or used in 

real time with third party applications such as a Workforce Management tool. Cicero Discovery consists of 

several components that are deployed to configure and deploy a data collection solution, to monitor the 

application, to collect the data, and to deliver reporting.  See Figure 4 – Cicero Discovery Architecture.   
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Figure 4 - Cicero Discovery Architecture 

 

The following table describes the Cicero Discovery components: 

 

Cicero Discovery 
Component 

Description 

Discovery Studio  
A configuration and deployment toolset used to prepare one or more 
data collection solutions.  

Discovery Client Runtime 
A lightweight Windows service and utilities installed on desktops to 
capture activities 

Cicero Server 
The Cicero Server serves as the repository service provider, message 
manager, web service provider and other support functions.  

Database 

Store data in a centrally located database (Microsoft SQL Server) or 
use the in-memory database and caching, which can be persisted on 
local drives for periods of time together with the real-time Cicero 
Data Subscription Service (CDSS).  

Reports and Dashboard A pre-configured set of reports and customizable dashboard. 

 

Cicero Discovery Studio and Administrator’s Console 
Cicero Discovery Studio is used to prepare and deploy the configuration of the Cicero Discovery Monitors 
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described earlier as well as other client settings. It is installed on the Administrator’s workstation and 

allows business analysts and IT developers to customize the desktop activities that are tracked and 

captured in Cicero Discovery. Studio allows you to interrogate the specific screens that are of interest and 

tag the controls (i.e., fields, buttons, etc.) for collection. While this is the most involved configuration task, 

it can typically be accomplished in minutes for each required application screen. In addition to Cicero 

Discovery Studio, additional configuration options may be set from the Cicero Admin webpage, which is a 

special secured web client used to manage the configuration that is published to the end-user client 

workstations. 

 

Cicero Discovery Client 
The Cicero Discovery Client is a component that monitors and collects data from workstations and 

communicates with the Cicero Server. This component includes the settings that were configured using 

Cicero Discovery Studio and can be updated without interrupting the user. 

 

Cicero Discovery Data Integrity, Scalability and Security 
Cicero Discovery is designed to ensure data integrity and security at all levels. If a desktop cannot 

communicate to the server for any reason, or in the case of a laptop being operated while disconnected, 

the data capture is encrypted and stored locally until it can be processed when the user reconnects. All 

messages between the desktop and the server are encrypted and compressed to minimize message 

traffic. Any stored messages are transmitted in batches of configurable size (default = 128K). Optionally all 

messages may be batched and transmitted at set periods even if the user is logged off (for example one 

large client transmits batches between 8pm and 1am each day). 

 

Messages received at the server are immediately rebroadcast to the Cicero Data Subscription service if 

appropriate and are queued in Cicero’s high performance in-memory database. The messages are then 

processed and stored to the database. If connectivity to the database is lost, the system is capable of 

retaining messages indefinitely until connectivity can be restored. If too many messages are pending to be 

held in the in-memory database, a configurable “circuit breaker” will engage and will persist messages to 

local storage. Once connectivity is restored, the messages will be processed to the database. Note that the 

individual users do not need any permissions or connectivity to the database.  

 

Cicero Discovery Reports and Dashboard 
The Cicero Discovery Dashboard provides a web-based report viewer, utilizing Internet Information 

Services. It comes with a set of pre-configured reports and a user-defined dashboard that can be 

accessed in a browser with a secure connection. These out-of-the-box reports include: 
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Cicero Discovery 
Report 

Description 

Active Business Use 
 

Shows the average time spent actively using business applications as a 
measure of overall productivity.  You can drill down into a specific period to 
see detail by user. 

 
Usage-types, by user for 
selected period 
 

Shows activity by a single user broken into six classifications; approved and 
unapproved (or discontinued) business use, approved and unapproved 
personal use, unclassified activity (applications and websites waiting on 
classification by the system administrator) and idle time.  You can drill 
down into a specific classification by user will show the list of applications 
used and their relative frequency. 

Cut/Copy activity 
 

Shows total number of cut/copy actions by application. This reveals 
opportunity for automation and may also reveal potential fraud where 
there should be no such activity.  A second view shows relative frequency of 
cut/copy by user and application. Analysis of outlying behavior may reveal 
training opportunity. 

Applications Used 
 

View which applications are used most in order to target improvement 
initiatives and plan sunset initiatives. This report also reveals personal use, 
providing insight into security threats and/or network usage implications. 
A second view shows the applications used by user, comparing relative 
frequency over a protracted period. This data may provide insight into 
behavior as an aid to coaching either as an improvement for an individual or 
as evidence of best practice for inclusion in group training programs. 

Reboot report 
 

Shows the total number of computer restarts (reboots) per period, by user 
and the time lost while the system restarts. It also shows the last 
application in use before a hard-reboot 

 

Cicero Discovery in Virtualized Environments 
Cicero Discovery can run within virtualized computing environments such as Citrix® or VMware®. 

Depending on how the virtualized environment is configured, there may be limitations to how and which 

data is collected as well as how the solution is deployed in each particular case.  

 

In the case of Citrix XenApp® environments, Cicero Discovery can provide an unprecedented level of 

integration such that all applications can be monitored, whether run within the local desktop environment, 

a full Citrix desktop environment or as individually published applications from one or more Citrix servers. 

All applications are tracked in the context of the local desktop’s session and user credentials. Applications 

are identified as to where they are executing (Citrix machine name and user credentials used to access are 

tracked) but all are seen as a single integrated user session just as if all applications were running locally. In 

order to get maximum integration, the Cicero Discovery Citrix driver and other code does have to be 

installed on the Citrix server. The components installed on the Citrix server are shared across all Citrix 
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sessions and have a minimal footprint.   
 

Cicero Discovery Add-ons 
Customers and partners requiring additional capabilities in sharing and reporting data from Cicero 

Discovery can use two additional add-on features: the Cicero Data Subscription Service and Cicero 

Discovery Reporting. 

 

Cicero Data Subscription Service Add-on 

The Cicero Data Subscription Service (CDSS) is an add-on feature that provides real-time access to data 

gathered by Cicero Discovery to third party applications supporting multiple business requirements. CDSS 

is accessible via a standards-based web services interface and also via a .NET API. The data can be used to 

support various applications including workforce, workflow, compliance and other management tools. 

Because the data is gathered by Cicero Discovery, CDSS provides a single access point for real-time data 

involving any system in the enterprise. The CDSS data is encrypted and compressed to minimize network 

traffic and to ensure complete data security when used with SaaS solutions. 

 

Cicero Discovery Reporting Add-on 
The Cicero Discovery Reporting is an add-on feature that allows companies to design and deploy web-

based reports on the data collected using Cicero Discovery. The add-on includes a configurable 

dashboard, a set of pre-defined report templates, and tools to create customized reports. The following 

are examples of these reports. 
 
 

 
Figure 5 - Business Process Monitor Report Example 
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Figure 6 - Business Process Monitor Report by Group Example 

 
 
 
 

 
Figure 7 - User Dashboard Example 
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Figure 8 - User Detail Report Example 
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Figure 9 - Business Process Monitor Management Report Example 
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Next Steps 
Cicero offers a complimentary, no-obligation evaluation of your customer service and/or back office work 

environment with our Efficiency, Effectiveness, and Insight Assessment. Contact us at sales@ciceroinc.com 

or call us at 866-538-3588 to see if you qualify for this free assessment. 
 
 

About Cicero 
Cicero® provides desktop activity intelligence and improvement software that enables companies to monitor 

people, processes, and technology, to identify areas for improvement, and to implement change using 

existing technologies.  Cicero Discovery™ is used to collect any activity and track business objects across 

time and across multiple users as well as support big data initiatives by capturing the customer journey at 

various touch points within an organization.  Cicero XM® improves contact center and back office 

performance by integrating, automating, and presenting information.  Cicero helps customers such as 

Nationwide and UBS perform to their potential and rapidly build enterprise value by reducing cost, 

improving operations and increasing employee productivity.  Learn more at www.ciceroinc.com. 

 

 

Cicero Contact Information 
Cicero, Inc. 
8000 Regency Pkwy 
Suite 542 
Cary, NC 27518 

 
International: 1-919-380-5000 
U.S.: 1-866-538-3588 

info@ciceroinc.com 

www.ciceroinc.com 
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