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Summary

These days, the number of attacks to on-line 
services is growing fast and becoming more 
and more sophisticated. As it is widely 
acknowledged, when securing online 
transactions end user devices (aka endpoints) 
represent the weakest link in the chain.

Depending on the market segment, negative 
consequences may include financial losses 
due to fraud, operational disruption, brand 
and reputation damage, customer 
dissatisfaction, regulatory fines, loss of
proprietary information, sensitive data or 
other strategic assets.

As described in this whitepaper, the 
combined NetScaler and Cleafy solution 
provides all the required capabilities required 
today to defend web and mobile applications 
against advanced cyberthreats attacks from 
compromised endpoints. Cleafy capabilities 
perfectly complements NetScaler AppFirewall 
capabilities and are smoothly delivered into 
any NetScaler architecture. The integrated 
NetScaler and Cleafy solution represents the 
essential component of any organization’s 
application protection strategy.

The challenge 

These days, the number of attacks to on-line 
services is growing fast and becoming more 
and more sophisticated. As it is widely 
acknowledged, when securing online 
transactions end user devices (aka endpoints) 
represent the weakest link in the chain. 
Techniques such as Man-in-the-Browser 
(MITB), Man-in-the-Middle (MITM), RAT-in-
the-Browser, SMS Grabbing, Mobile Overlay 
are used today to perform Account Takeover, 
Identity Hijacking, Transaction Tampering and 
Payment Frauds from infected endpoints and 
bypass any secured internal perimeters.

Several products available on the market 
claim to be able to defend on-line applications 
against these advanced attacks from infected 
endpoints. However, whether client-based or 
clientless, none of them provides a solution 
that is as effective, transparent and 
manageable as Cleafy client-less threat 
detection and protection. For example, so-
called Endpoint Protection Platforms (EPP) 
require agents to be deployed on each 
endpoint. Unfortunately, today malwares are 
designed to easily bypass endpoint-based 
controls so their effectiveness in detecting 
advanced malware may be quite low [3]. 
Moreover, since these endpoints accessing 
on-line services (e.g. personal computers 
used to access internet banking) live outside 
the secured internal perimeter, they are 
unmanaged – most users simply do not 
install these EPP solutions in the first place.

Client-less threat detection products are 
mostly based on signature-based and 
pattern-

matching techniques or apply anomaly 
detection and behavioral analysis – possibly 
complemented by some “Machine Learning” 
capabilities. Unfortunately, also these 
products fall short in detecting today 
advanced threats against modern (e.g. API 
based) applications, and generate too many 
false positives to be used to provide support 
for continuous protection of the full 
application perimeter. Finally, they can 
require applications to be changed to be able 
to support threat detection (or protection 
capabilities) - a requirement that is not 
acceptable for today organizations that 
delivering frequent application changes, even 
when they have not fully embraced a DevOps 
approach.

In this context, Cleafy innovative threat 
detection and protection technology has 
been proven by major corporate and retail 
banks as being effective in countering 
advanced attacks, while not requiring any 
application change or

having operational impacts on cyber-
security and fraud prevention teams. Cleafy 
is also aligned to Gartner’s recommended 
approach for implementing an adaptive 
security architecture [5].

The NetScaler + Cleafy solution

Citrix NetScaler solutions provides key 
components of any application security 
infrastructure. 

NetScaler ADC is the world-class Application 
Delivery Controller (ADC) with the proven 
ability to load balance, accelerate, optimize 
and secure applications. 
NetScaler AppFirewall [4] is a modern WAF 
technology that protects applications 
against both Layer 7 and HTTP attacks, such 
as Distributed Denial-of-Service (DDOS), SQL 
Injection, Cross-Site Scripting (XSS) and SSL 
attacks. NetScaler AppFirewall also provides 
IP reputation and integration with 
vulnerability scanners. 

Figure 1
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Figure 1: The challenge: endpoints are the weakest link today
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Cleafy provides an innovative threat detection 
and protection solution against advanced 
cyber threats. Cleafy smoothly integrates with 
NetScaler ADC and perfectly complements 
NetScaler AppFirewall capabilities. The 
combined NetScaler and Cleafy solution 
delivers unparalleled application protection 
capabilities in a tightly integrated solution.

The Cleafy difference

Cleafy is based on a client-less and 
application-independent approach, 
deterministic and evidence based real-time 
threat detection for modern applications, 
support for adaptive threat response, dynamic 
encryption and application protection, open 
and scalable architecture. No other solution 
available on the market

today can provide the same level of 
application security and performance 
optimization required today to deliver modern 
applications. Other solutions delivering threat 
detection on top of ADC/WAF are not 
designed to only manage few application 
points (e.g. login pages) not full applications, 
are not effective against unknown malwares, 
do not manage well modern XHR-/ API-based 
applications, do not provide any threat 
evidence required to support predictive and 
retrospective analysis and improve security 
posture, weak application mechanisms. More 
importantly, the detection mechanisms 
provided by these solutions generate a high 
level of noise (read a lot of false positives) and 
thus have high operational impact. Finally, 
their protection mechanisms are not 
application-independent, thus also heavily 
impacting the application

and operation team and not being aligned to 
a DevOps approach

Cleafy architecture

Cleafy seamlessly integrates with any security 
infrastructure at the ADC level, without 
touching any other server-side component. 
Moreover, Cleafy does not require any 
application change, is completely transparent 
to end-user and does not impact user 
experience.

Cleafy smoothly integrates in any NetScaler 
ADC architecture by leveraging NetScaler ADC 
unique traffic switching and transformation 
mechanisms, such as Rewrite Policies and 
HTTP Callouts.

Cleafy can manage multiple application within 
a single implementation by allowing specific 
threat detection and protection capabilities 
can be configured for each managed 
application.

Cleafy DETECT

Cleafy DETECT provides real-time, client-less 
threat detection based on multiple 
mechanisms that are used to verify the 
application and communication integrity. For 
web applications, the key feature is 
represented by Full Content Integrity (FCI) 
technology, that allows Cleafy to perform full 
integrity checks on the entire DOM 
(Document Object Model) as well as on XHR 
and API calls. Since Cleafy FCI does not rely 
on signatures or pattern-matching, it can

deterministically detect any tampering from 
both known and unknown malwares without 
generating false positives. The integration at 
the ADC level supports the ability to inject a 
Cleafy script when resource is requested by 
the endpoint and to store the content 
generated by the server-side that will then be 
compared in real-time by Cleafy to the 
rendered content sent back (asynchronously) 
when that resource is executed on the 
browser side.
Since Cleafy DETECT automatically learns the 
“normal” application behavior, no initial 
training phase or afterwards upon any 
application change is required.

The following figure describes how the 
solution works for every application request 
(aka event)

and the outcome of the application integrity 
check performed by Cleafy, that is:
i) risk score (ranging from 0 to 1000)

associated to every event and also
propagated at session level;

ii) threat classification, in terms of tags,
associated to different threat types (such
as MITB, MITM, BOT).

Cleafy allows custom tags to be defined based 
on flexible tagging rules and a risk weight to 
be associated to either predefined or custom 
tags. This makes the Cleafy risk engine very 
flexible and to be able to accommodate 
requirements based on the specific application 
to be managed (e.g. scraping representing a 
higher threat for e-commerce than other 
market segments) 

Figure 2: Cleafy high-level architecture and integration with NetScaler ADC
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Cleafy real-time risk score and threat 
classification can be leveraged to activate 
(automatic) threat response mechanisms 
based on the desired security posture. 
Example of these responses are dropping the 
session, deflecting the attack, raising an 
adaptive authentication or activating Cleafy 
protection capabilities. 

Cleafy provides both push integration 
mechanisms via rule-based actions (e.g. 
sending an alert or invoking an external API) 
and pull mechanisms thanks to a very 
comprehensive set of APIs.

Cleafy full application integrity also provides a 
unique ability, that is the ability to 
automatically extract direct evidence of 
threats. For web applications, the evidence is 
represented by web-injects, i.e. the snippets of 
code that have been injected by malware. 

A real-world case

An interesting case where several Cleafy 
threat detections capabilities are applied, is 
illustrated by a VNC/BackConnect attack (see 
the following figure), where the user 
credentials are grabbed by the fraudster, who 
can perform what appears a normal 
transaction from the original endpoint (e.g. 
using a Remote Access Tool) while the 
legitimate user is blocked before completing 
login phase (thus in what appears as a still 
anonymous session).

In this scenario, full content integrity 
(detection of MITB in the original user 
session), user prediction (identifying who are 
the potential users behind the anonymous 
session), IP/ device fingerprinting and real-
time risk-propagation capabilities provided by 
Cleafy are leveraged to identify in real-time 
the threat.

Figure 3 – Cleafy DETECT for web applications

Cleafy applies a dynamic fingerprinting 
mechanism that can recognize threats 
represented by different web-injects.

This level of visibility represents an important 
capability from an investigation and forensic 
perspective, as it may provide useful insights 
about the attacker (e.g. IPs of their Command 
& Control Center) and Tactics, Techniques & 
Procedures (TTPs). Moreover, it also helps 
understand user experience under attack (e.g. 
a pop-up message preventing the user from 
logging in) and thus better support end-users 
and improve application security. Finally, this 
also helps providing predictive visibility on the 
current attack campaigns by analyzing the 
endpoint infection growth rate, fraud attempt 
rate and evolution over time.

Figure 4 – Cleafy DETECT capabilities in action in a BackConnect/VNC scenario



5

Thanks to its open architecture, rule-based 
actions and extensive APIs, Cleafy can be 
easily integrated with external risk engines, 
risk-based authentication systems, Case 
Management, Security Information and Event 
Management (SIEM) systems and other 
security components.

Cleafy PROTECT

In addition to detecting advanced threats, 
Cleafy also provides application protection and 
“app shielding” capabilities. Thanks to the 
integration with NetScaler ADC, Cleafy delivers 
both threat

detection and protection without requiring 
any additional component, and can also 
support a dynamic, selective approach to 
application protection.

Cleafy PROTECT is based on the patented 
Dynamic Application Encryption (DAE) 
technology, that basically creates a protected 
environment (the “container”) inside the 
endpoint browser where contents can be 
safely executed. In practice, DAE works by 
having a different content (i.e. the 
“container”) delivered in place of the 
generated content (which is stored and 
encrypted by Cleafy). This container will then 
request the (encrypted) content to Cleafy to 
be delivered and will also replace itself with 
this (decrypted) content. Since the code of the 
container is obfuscated and polymorphic and 
once executed will completely replacing itself, 
any web-injection done by malware cannot 
impact the original content once delivered.

Thanks to this approach, Cleafy can protect 
applications from MITM, MITB or BOT attacks 
and allow users accessing on-line services 
and perform transactions safely, even if their 
endpoints or network is compromised. Notice 
that Cleafy PROTECT does not require any 
change to applications, which represents an 
important differentiator with respect to

Indeed, Cleafy can run on physical or virtual 
systems, and is also distributed as a Docker 
image. The integration has been validated as 
Citrix Ready starting for NetScaler version 
10.5E and later, including 11.0 and 12.0. 
Since Cleafy can be delivered both on 
premise or as a cloud-based services, the 
integration is therefore compatible with all 
NetScaler deployment models.

All the NetScaler commands required to 
integrate Cleafy are detailed in the 
Installation Guide [1], that also clarifies the 
integration architecture and mechanisms 
used. A sample installation script that can be 
easily customized is also provided.

Notice that both NetScaler and Cleafy need 
to be correctly sized for the expected amount 
of traffic generated for the managed 
applications once their application 
perimeters are defined. Cleafy has been 
designed to scale to manage millions of 
events by deploying a cluster of Cleafy 
nodes. The Cleafy and NetScaler user manual 
[2] also contains guidance on how to size
the NetScaler environment once Cleafy is
integrated.
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Figure 5

Figure 5 – Cleafy PROTECT

other application protection technologies on 
the market.

Notice that Cleafy protection mechanisms can 
be selectively activated, for example in case 
of high levels of risk or against specific 
threats or for protecting specific users, as this 
approach to application protection makes 
even harder to perform attacks.

Cleafy Integration with NetScaler

Cleafy leverages NetScaler ADC unique traffic 
switching and transformation mechanisms, 
such as Rewrite Policies and HTTP Callouts. As 
already mentioned, this enables Cleafy to 
provide both its advanced threat detection and 
protection capabilities into a single 
architecture
– what would not be achievable with other
ADC technology without adding additional
components (i.e. a reverse proxy). Cleafy can
also leverage NetScaler Authentication
mechanisms.

Cleafy integration supports all NetScaler 
families VPX, CPX, MPX and SDX. 
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Figure 6

Cleafy can also be easily integrated with 
NetScaler MAS (Management & Analytics 
System) and Citrix MA Service to provide 
advanced threat visibility and increase 
support for automated threat responses.

Conclusion

Citrix NetScaler solutions provides the 
required key components of any application 
security infrastructure. 
NetScaler ADC is the world-class Application 
Delivery Controller (ADC) with the proven 
ability to load balance, accelerate, optimize 
and secure applications. NetScaler 
AppFirewall is a modern WAF 

technology that protects applications against 
both Layer 7 and HTTP attacks, such as 
Distributed Denial-of-Service (DDOS), SQL 
Injection, Cross-Site Scripting (XSS) and SSL 
attacks. NetScaler AppFirewall also provides IP 
reputation and integration with vulnerability 
scanners.

Cleafy innovative threat detection and 
protection approach has been proven to be 
effective against Man-in-the-Browser (MITB), 
Man-in-the-Middle (MITM), RAT-in-the-
Browser, SMS grabbing, mobile overlay and 
other techniques used by today advanced 
attacks from infected endpoints. Cleafy 
support an adaptive approach to application 
security.

Cleafy is a Citrix Ready solution that 
integrates NetScaler ADC by leveraging its 
load balancing and context switching 
capabilities. Cleafy capabilities perfectly 
complements NetScaler AppFirewall 
capabilities and are smoothly delivered into 
any NetScaler architecture.

The integrated NetScaler and Cleafy solution 
represents the essential component of any 
organization’s application protection strategy.
Unlike any other solution, the integrated 
NetScaler and Cleafy solution provides all the 
required application security capabilities 
required today to defend modern applications 
against all cyber threats.

[1]   “Cleafy Integration to NetScaler ADC – Install Guide”, Cleafy (2017)
[2]   “Cleafy User Manual”, Cleafy (2017) - available from Cleafy customer portal
[3]   “Magic Quadrant for Endpoint Protection Platforms” (G00273851), Gartner (2016)
[4]   “Web application firewall – delivering must-have protection for the modern enterprise”, Citrix Solution White Paper (2015)
[5]  “Use a CARTA Strategic Approach to Embrace Digital Business Opportunities in an Era of Advanced Threats” (G00332400), Gartner (2017)

Figure 6 – Cleafy Console
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