
• The engine that turns insights into action
• Filters out the noise
• Accelerates investigation capabilities
• Delivers incident discovery
• Drives reduction in risky behavior 

Real-Time Analytics

Total Endpoint EventsDiscovery  Events Cloud Events Network Events

• Automated controls to prevent a successful data breach
• The most flexible controls that won’t slow down your business
• Controls across network, storage, cloud and endpoints
• Controls that are enforceable on all OS’s 

Flexible Controls
 

STOP DATA THEFT FROM INSIDER & OUTSIDER THREATS

®

Threat Aware Data Protection

COMPANY OVERVIEW

Digital Guardian’s threat aware data protection platform safeguards your sensitive data from the risks posed 
by insider and outsider threats. By harnessing our deep data visibility, real-time analytics and flexible controls, 
you can stop malicious data theft and inadvertent data loss.

• Intelligence into data movement
• User Visibility – events initiated directly by the user 
• Data Visibility - events at the file or document level
• System Visibility – events initiated at OS level

Deepest Visibility
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Combining system, user and 
data insights provides the 

visibility you need to protect 
against all threats
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USB Devices Attach to Email

Burn to CD/DVD Delete & Recycle

Send to Printer

File Create
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For more information, visit 
www.digitalguardian.com

OUR DATA PROTECTION PROGRAM FRAMEWORK

®

UNDERSTAND: WHAT DATA TO PROTECT

UNDERSTAND: WHEN DATA IS AT RISK

Most comprehensive data discovery & classification on the market today

Most complete view when data is at risk

Mac
Joe Smith

462-81-5406
42 Wallaby

Cook

Content-Based
File inspection to identify, tag 
and fingerprint sensitive data 
for lowest false positives

User-Based
Enable user to classify 
sensitive data based on 
business requirements

Context-Based
Identify & tag sensitive data 
(structured and unstructured) 
even before you develop 
policies

DWG
200+

Parameters Classified

BUILD: SMART POLICIES & CONTROLS BASED ON YOUR REAL DATA USAGE

EDUCATE & ENFORCE: FLEXIBLE & AUTOMATED CONTROLS

ASSESS: ANALYTICS & REPORTS THAT DRIVE CONTINUOUS IMPROVEMENT
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Content, context and behavior based rules can 
automatically prompt or block insider and outsider threats

You have attempted to transfer PST file(s) to removable 
drive. Please provide a justification for moving PST file(s) to 
removable drive. 

Assess & Improve

Risk Reduction Over Time
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You have attempted to transfer PST file(s) to 
Removable drive. Please provide a justification 

for moving PST file(s) to Removable drive

You have attempted to transfer PST file(s) to removable 
drive. Please provide a justification for moving PST file(s) 

to removable drive. 



®

For more information, visit 
www.digitalguardian.com

www.digitalguardian.comOffice Locations
Corporate Headquarters
860 Winter St., Suite 3
Waltham, MA, 02451 USA

Phone 781-788-8180
Fax 781-788-8188

Japan
Shiodome Plaza Bldg. 9F
2-11-4, HigashiShimbashi
Minato-ku, Tokyo,
105-0021, Japan

Phone +81-3-6435-6207
Fax +81-3-6435-6204

India
Stone Ridge Centre
4th Floor, Survey No: 12 & 13
Opp. Google, Kondapur Main 
Road, Hyderabad – 500084

Phone  +91-40-4868-7872

Washington DC 
12030 Sunrise Valley Dr., 
Suite 110
Reston, VA 20191

Phone 703-956-2358

California
385 E. Moffett Park 
Drive, Suite 105
Sunnyvale, CA 94089

Phone 408-716-4200
Fax 408-716-4201

Europe
11 Leadenhall Street
EC3V 1LP London
United Kingdom

Phone +44 (0) 207-469-0940

ON PREMISE

MANAGED SECURITY PROGRAMS

The Digital Guardian platform performs across the corporate network, 
traditional endpoints, mobile devices and cloud applications to make it 
easier to see and stop all threats to sensitive data. 
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Network DLP

Achieve faster time to value with 
data loss prevention as a service

Get the latest defense strategies and 
intelligence now

Let us discover, monitor and protect 
your regulated data

We take care of the “heavy lifting” of 
endpoint DLP: hosting, setup, ongoing 
monitoring, analyzing, tuning and 
maintenance. Our data loss prevention 
MSP customers repeatedly tell us that they 
were able to improve their data visibility 
and data security risk posture faster than 
they ever could have done by themselves, 
or with any other vendor.

Our Advanced Threat Protection Program 
is a combination of security researchers’ 
and analysts’ expertise, our threat aware 
data protection platform and a centralized 
threat intelligence management system. 
This combination enables Digital Guardian 
analysts to detect and remediate external 
threats faster and more efficiently.

With this service, you can focus on strategic 
imperatives while our security experts 
provide the resources needed for an 
enterprise data protection, privacy and 
compliance program. 



OUR STORY

Digital Guardian was founded in 2003 (as Verdasys) in
reaction to a problem that had no solution at the time –
insider theft of intellectual property (IP).

IP is typically unstructured data, so the founders
had to solve the most difficult data protection use case 
first - effectively identifying and tagging unstructured 
data when it’s in motion and in use on an endpoint. It’s 
why Gartner Research has named Digital Guardian #1 
in IP protection since the inception of the DLP Critical 
Capabilities report (a companion report to the Gartner 
Magic Quadrant for Enterprise DLP). 

Since that time, in partnership with our customers,
we’ve expanded our mission to deliver solutions that
protect all sensitive data against all threats – internal
and external. Our appliances enable organizations to
meet compliance requirements for protecting personal
information with little overhead and expand our 
coverage to Office 365 and cloud storage.

In response to customer challenges with hiring and
retaining security talent, we launched the first data
protection managed service and now manage more 
than 650,000 endpoints. To protect sensitive data from 
new and motivated adversaries we’ve created an  
advanced threat protection managed program. This 
program provides our customers the latest cyber 
defense strategies and the threat intelligence they need 
to stay ahead of cyber criminals.

We’re the only security company 100% dedicated
to protecting sensitive data from inadvertent loss and 
malicious theft.

How can we help you?
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Wave Leader
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