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Managing workers’ access to applications is a complicated affair. 
In most enterprises, employees must maintain a bewildering 
jumble of different passwords — often one for each application. 
Technological advancements have also added to the access 
management conundrum: cloud migration, mobility and BYOD have 
all contributed to the confusion.

But inconvenience and diminished 
productivity are not the worst byproducts 
of the access management mess. Instead, 
weakened organizational security ranks as 
the most damaging impact. Many companies, 
in fact, have completely lost visibility into 
the security status of the many varieties 
of endpoint devices used to gain access to 
networks and applications.

Citrix ShareFile provides the simplest, most 
efficient, most secure means for workers to 
collaborate. As the world’s most popular file-
sharing and storage solution, ShareFile is an 
application for which thousands of companies 
must manage access. This paper explores 
the Duo access management solution, which 
enables users to take full advantage of 
ShareFile’s capabilities with enhanced, easy-
to-manage security through all devices and 
all infrastructures, including on-premise and 
cloud.
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Not so long ago, an office worker starting 
another day would face only one obstacle 
in accessing needed systems, applications 
and data: the requirement to enter a single 
password. The blinking cursor on the worker’s 
screen would invite entry of the password, 
and she would dutifully type it. Done and 
done. One device and one password — it was 
all so simple back then.

For most office workers, it is no longer quite 
so simple. For most, in fact, gaining access 
to applications and data is an involved, 
convoluted, frustrating process, requiring the 
recall of multiple passwords across multiple 
applications and multiple access platforms. 

IT administrators, too, might whimsically 
reflect on the simplicity of the old days. 
Administrators are the direct recipients 
of users’ frustrations when passwords 
are forgotten, lost or automatically reset. 
Worker productivity issues that result from 
access problems are laid at the feet of 
administrators; it is their job, after all, to 
assure that users always have the access 
they need to the systems and applications 
they need to do their jobs. And the task 
is made even more difficult by the mix of 
devices, including BYOD, through which 
administrators must manage systems and 
applications access. 

But one problem looms even larger than 
the combined frustrations of users and 
administrators: security. Securing access to 
popular business applications ranks among 
the most challenging problems shared by 
organizations worldwide. And that problem 
has been intensified by two relatively recent 
technological developments: BYOD and cloud 
adoption. 

BYOD — whether company approved or 
not — threatens security when users access 
applications from multiple locations using 
their own devices. BYOD makes it difficult 
for organizations to maintain and enforce 
consistent security policies that encompass 
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both employee- and company-owned 
devices. The wide range of devices used to 
access applications under BYOD increases 
the difficulty of uniformly enforcing effective 
access security policies and procedures. 
Acquiring visibility into potentially thousands 
of BYOD endpoint devices — and maintaining 
granular control over those devices — has 
become a near impossibility for many 
organizations.

The mass migration to cloud-based 
applications poses additional security 
problems. A suite of different access 
management tools has been used in recent 
years to secure access to on-premise 
applications. But as popular business 
applications such as Citrix ShareFile have 
migrated to the cloud, a separate set of 
tools for managing cloud-based applications 
access has been developed. 

Unfortunately, these two access management 
toolsets are not cross-compatible. The tools 
designed for on-premise access management, 
for example, are not applicable for managing 
access to cloud-based applications. It is left 
to users to determine the access procedures 
to be used for on-premise vs. cloud-based 
applications. And that creates a range of 
usability, productivity and security issues.

An access management solution is needed to 
enhance usability and augment security for 
business applications such as Citrix ShareFile. 
This access management solution should 
provide the following important features: 

• Provide users with the same easy access 
procedure, both for on-premise and 
cloud-based applications, when accessing 
Citrix ShareFile (and other apps)  

• Facilitate double-checking every user and 
every device before granting access to 
ShareFile 

• Ensure that endpoint devices, both 
employee- and company-owned, are 
hygienic from a security perspective

• Enable companies to assure the best 
possible security for both employee- and 
company-owned applications

• Support a device-agnostic single sign-on 
(SSO) policy that is location-independent 
so the login experience is the same no 
matter where the user is logging in

• Offer complete visibility into, and granular 
control of, all endpoint devices  

• Permit the customization of access 
security policies for all applications

Duo is that access management solution. 
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Citrix ShareFile is an industry-leading file sync 
and sharing solution that meets the needs of 
today’s mobile business without compromising 
security. It offers tools that make it possible 
for employees and outside collaborators 
to share files. ShareFile is used for secure 
file-sharing and file storage by thousands of 
companies worldwide, including 99 percent of 
the Fortune 500.

ShareFile Features:

• File transfer
• High-grade encryption
• File integrity
• Link generation
• Firewalls
• Redundant storage
• Backup
• Custom SMTP (mail) settings
• Multi-factor authentication
• File retention
• Remote wipe
• View-only permission 

 
 

Partners in the Security Program for ShareFile 
add layers of security, privacy and compliance. 
Partners focus on one or more of the following 
areas:

• Cloud security
• Data security
• Identity and access management
• Security analytics

Click for more information about the Security 
Program for ShareFile.

Security Features Offered by ShareFile:

• Reporting, auditing and control
 ○ Enterprise ready service
 ○ End users and IT reporting
 ○ Access control policies
 ○ Storage quotas

• Device security policies
 ○ Remote wipe
 ○ Poison pill
 ○ Restrict modified devices
 ○ Restrict third party apps
 ○ Passcode lock

• Data security
 ○ Secure file sync and share
 ○ Storage and in-transit encryption

 ○ Mobile device encryption
 ○ Compliance
 ○ Data Loss Prevention systems 
integration

 ○ Read-only/View-only sharing
 ○ Multi-tenancy
 ○ Information rights management

• Open and extensible platform
 ○ API
 ○ SDK Connectors

Duo augments ShareFile’s security features 
in several important ways. Duo provides 
access management for ShareFile (and other 
applications) that is secure and easy to use.

Duo improves BYOD security. While BYOD 
offers many advantages, it also reduces 
organizational visibility into the different 
endpoint devices typically used in a 
BYOD program. While traditional mobile 
management solutions attempt to increase 
visibility, privacy concerns often prevent users 
from enabling those solutions. Duo provides 
the endpoint device visibility necessary for 
making BYOD programs secure. 
 

Overview of the Citrix ShareFile 
Security Program
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Duo provides three key benefits that are 
crucial in maximizing the productivity 
potential of BYOD while simultaneously 
ensuring that organizational security policies 
are enforced:

1. Duo provides visibility into the security 
health of all devices used — both BYOD 
and corporate. Duo monitors for security 
risks such as out-of-date operating 
systems, browsers and plugins, as well as 
mobile devices lacking security features 
such as screen locks and passcodes. 
Access to ShareFile and other applications 
using outdated devices can be blocked, 
substantially reducing the risk of security 
breaches and malware infections. 
 
 

2. Duo substantially reduces the overhead 
of managing BYOD endpoints. Unlike 
traditional endpoint security solutions 
that require the installation of agents, 
Duo enforces appropriate security 
policies at the time of access. This 
capability eliminates the deployment 
and maintenance problems that often 
make BYOD a management nightmare for 
administrators.

3. Duo’s two-factor authentication makes 
BYOD more secure but also enables 
exceptionally easy compliance for end 
users. Duo Mobile’s one-tap authentication 
capability makes the login process quick 
and intuitive for users. Duo’s self-service 
portal permits users to enroll their own 
devices in minutes while enabling ongoing 
user self-management, significantly 
reducing the burden on IT administrators. 

Duo further augments ShareFile’s security 
features by enforcing access control both 
through on-premise infrastructures and 
through the cloud — particularly important 
since most corporations currently deploy a 
combo of on-premise and cloud applications. 
Since Duo is a cloud-based solution, there is 
no need to deploy on-premise hardware or to 
periodically update software. Duo’s cloud-
based architecture also enables fast, easy and 
unlimited scalability.

And Duo’s single sign-on capability enhances 
security and usability by permitting end 
users to access all provisioned applications, 
including ShareFile, with just one login and 
one password.
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Duo was founded on the premise that 
security can only be effective if it is easy 
to use. Making that simple but insightful 
philosophy a reality has helped Duo become 
the world’s fastest growing SaaS security 
company. Duo protects organizations 
against data breaches by ensuring that only 
legitimate users and appropriate devices have 
access to sensitive data and applications.

Duo provides granular access security to 
Citrix ShareFile by limiting access to only 
authorized users and trusted devices. Its 
cloud-based architecture ensures that the 
solution is easy to deploy, easy to manage 
and easy to use for both administrators and 
end users.

Thousands of companies worldwide depend 
on Duo to:

• Verify users and devices accessing 
applications from all endpoints, including 
BYOD. Duo provides visibility into 
all devices used to access corporate 
applications, both on-premise and in the 

cloud. Visibility into all endpoint devices 
yields the actionable data necessary for 
assuring and maintaining security. Duo 
also flags devices that violate designated 
security protocols, such as devices 
running out-of-date software.

• Enable granular access policies on a 
per-application level, regardless of the 
location of the device. Granular access 
policies can be used to restrict user and 
device access to selected applications.

• Support segmented access policies. 
Custom device access policies can 
be created for certain applications or 
application groups. This capability helps 
to mitigate security risks across a variety 
of potential scenarios, including the loss 
or theft of network credentials.

• Send push-based authentication directly 
to users’ smartphones. Push notifications 
provide the enhanced security benefits 
of two-factor authentication, but without 
inconveniencing users or diminishing 
productivity. 

• Provide a range of user authentication 
options that enhance the flexibility of 
Duo’s solution. While Duo Push is the 
preferred method of authentication, 
additional methods supported by Duo 
include U2F, SMS passcodes, phone 
callbacks, security tokens and bypass 
codes. Duo Push also supports two-factor 
authentication via smartwatches (along 
with smartphones). 
 
 
 
 
 
 
 
 
 
 
 
 
 

Overview of Duo
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Integration with Citrix ShareFile assures 
that only approved users and devices are 
permitted access to sensitive ShareFile 
workloads. The login process for designated 
ShareFile users is simple, straightforward 
and consistent. Duo’s single sign-on solution 
assures secure cloud access by checking each 
user’s identity and device health with every 
login to ShareFile and other applications. Yet 
the Duo SSO portal simplifies users’ lives 
by requiring only one login to access all 
applications. 
 
 
 
 
 

Duo offers several innovative and unique 
features that aren't available with any 
competing access management solution. 
Features unique to Duo include:

• Agentless Ease: Most endpoint security 
solutions require the installation of 
agents. But Duo is an agentless security 
solution. Duo gathers security insights on 
all devices at the time of access, plugging 
a common security hole caused by users 
refusing to install agents on their devices 
(typically motivated by privacy concerns). 
Abolishing the reliance on agents on 
users’ endpoint devices not only enhances 
security, but also eliminates many 
deployment and maintenance problems 
that constantly sap administrators’ time 
at most organizations.

• Fast Deployment: Duo offers faster and 
easier deployment than any competing 
solution. While competing solutions will 
require a rollout that spans weeks to 
months, Duo can typically be deployed in 
minutes, saving administrators much time 
and trouble. Duo’s self-enrollment feature 
further reduces administrators’ burdens 
by permitting users to enroll themselves 
using their own devices.

• Cloud Conveniences: Duo is cloud-
hosted and managed; there is no need 
to deploy hardware on-premise. Instead, 
Duo manages the entire solution 
infrastructure from the back end, 
including uptime, SLAs, updates, etc. 
Very little is required of administrators in 
managing Duo. 
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Duo has been selected to participate in 
the Security Program for Citrix ShareFile 
because it enhances security and simplifies 
security-related management tasks for IT 
administrators. 

Users of ShareFile (and other applications) 
are provided with the convenience of single 
sign-on capability, using a single pane-of-
glass dashboard that manages access for all 
on-premise and cloud applications. Users sign 
in just once using this SSO web portal, and 
then may directly access all their applications 
without being prompted for additional login 
requests. There is also no need for users to 
go through the VPN when accessing internal 
applications; on-premise applications may be 
accessed just as users would access Microsoft 
Office 365 or Citrix ShareFile in the cloud.

Installing Duo as an access management 
solution for Citrix ShareFile is a simple 
process:1

• Sign up for a Duo account (a free 30-day 
trial is available).

• Follow the on-screen prompts to create a 
Duo administrator account.

• Use the new administrator account to log 
into the Duo administrator panel.

• Select ShareFile as one of the applications 
to be protected by Duo. ShareFile is 
natively supported by Duo. (The Duo 
applications page will list all resources 
that are linked and protected by Duo.)

• Enroll ShareFile users in Duo. For identity 
federation, you can either connect Duo and 
ShareFile using your existing federation 
service or you can use the federation 
service provided by Duo. ShareFile users 
can also be permitted to self-enroll, 
relieving administrators of the task.

• The Duo federation service can be 
installed on a Windows or Linux server. 
Once installed, the Duo software will 
automatically connect to the Duo cloud 
service.

The entire process of setting up the Duo 
access gateway can typically be completed in 
less than 30 minutes.

Using Duo for controlling access management 
to Citrix ShareFile is also sheer simplicity. 
Most of Duo’s work is transparent to users. 
ShareFile users see only the Duo second-
level authentication window during the login 
process. But on the back end, Duo is busy 
checking a comprehensive range of potential 
security risks such as out-of-date software 
(web browsers, operating systems, plugins, 
etc.), verifying whether the endpoint device 
is jailbroken, and other risk factors. Duo then 
either grants or blocks access in accordance 
with the administrator’s configuration.

Duo offers great flexibility in the range 
of devices through which second-factor 
authentication can be accomplished. The 
Duo Mobile App supports second-factor 
authentication on every device, including 
smartwatches. Duo Mobile works with 
Apple iOS, Google Android, Blackberry, Palm, 

Windows Phone 7, Windows Mobile 8.1 and 
10, and J2ME/Symbian.2 Duo also supports 
second-factor authentication using various 
hardware tokens. Duo D-100 tokens can be 
purchased, but third-party tokens, including 
YubiKeys and OATH HOTP-compatible tokens 
are also supported.3 

Duo offers great flexibility in integrating with 
Citrix ShareFile. Some form of federation 
service is required to bridge the on-premise 
directory to the SAML authentication 
standard. Duo is agnostic regarding the 
federation methodology used. Typically, users 
will choose one of two methodologies:

1. Using Duo’s federation service. Duo 
Access Gateway layers Duo’s strong 
authentication engine on top of ShareFile 
logins using SAML

2. Using Microsoft’s Active Directory 
Federation Service (ADFS)

3. Using a third-party cloud identity 
provider

Duo Solution Detail

1 https://duo.com/docs/getting_started
2 https://duo.com/product/trusted-users/two-factor-authentication/duo-mobile
3 https://duo.com/product/trusted-users/two-factor-authentication/authentication-methods/security-tokens
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Companies trust ShareFile because of the 
security protocols that Citrix has provided 
within the solution, including:4

• Compliance support for specific industry 
verticals, including HIPAA, HITECH, FINRA, 
CFPB and others

• Encryption for files and email

• State-of-the-art data centers

• Customizable controls and permissions 
settings

• Secure desktop and mobile tools such 
as ShareFile Sync and ShareFile Desktop 
App

And yet even ShareFile’s advanced security 
capabilities can be strengthened when teamed 
with Duo’s access management solution. 
ShareFile customers that choose to enhance 
security with Duo certainly benefit directly 
from increased security for users logging in to 
ShareFile. But Duo also provides visibility into 
all the devices used to access ShareFile and 
other applications.

Enhancing access management security 
and gaining visibility into endpoint devices 
are crucial needs in most organizations. 
Cloud computing, BYOD and mobility have 
boosted productivity and enhanced the user 
experience — but at the cost of substantially 
increased security risks. As a result, 79 
percent of all organizations experience 
increased concerns about securing users’ 
access to corporate networks. And 57 percent 
of organizations report that they have no 
visibility into the devices that are used to 
access corporate networks.5  

Duo’s selection to participate in the Security 
Program for Citrix ShareFile provides a secure 
and simple access management solution for 
ShareFile. Duo verifies the identity of users 
with user-friendly two-factor authentication, 
and provides visibility into the security status 
of all endpoint devices. Duo also enables 
single sign-on capability; with just a single 
login, users can gain secure access to all their 
applications, including ShareFile.  

Together, Citrix ShareFile and Duo provide an 
unbeatable combo of productivity-enhancing 
usability and security-enhancing access 
management control. It is a combo that lives 
up to Duo’s foundational philosophy: Effective 
security is easy-to-use security.

For more information about Duo for Citrix 
ShareFile, please visit:  
https://duo.com/docs/sharefile

For more information about Citrix ShareFile, 
please visit: 
https://www.sharefile.com/

For more information about Citrix application 
and desktop virtualization, please visit: 
https://www.citrix.com/virtualization/

A Proven Partnership that Provides the Ultimate Access 
Management Solution for Citrix ShareFile

4 https://www.sharefile.com/secure-file-sharing
5 https://duo.com/assets/infographics/current-state-of-endpoint-security.png
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About Citrix Ready
Citrix Ready identifies recommended solutions that are trusted to enhance the Citrix Delivery Center infrastructure.  
All products featured in Citrix Ready have completed verification testing, thereby providing confidence in joint solution 
compatibility. Leveraging its industry-leading alliances and partner ecosystem, Citrix Ready showcases select trusted 
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you can easily find and build a trusted infrastructure. Citrix Ready not only demonstrates current mutual product 
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citrixready.citrix.com.

About DUO
Our mission is to be the worldwide leader in secure access for companies of all sizes. Duo Security protects organizations 
against data breaches by ensuring only legitimate users and appropriate devices have access to sensitive data and 
applications - anytime, anywhere. https://duo.com/

Learn more about the Citrix Ready 
Marketplace: https://citrixready.citrix.com/

Learn more about the enterprise security 
advantages provided by Citrix ShareFile at: 
https://www.citrix.com/content/dam/citrix/
en_us/documents/products-solutions/
sharefile-enterprise-security-whitepaper.pdf 

To learn more about the Citrix Ready Program 
partnership with Duo, please visit:  
https://citrixready.citrix.com/duo-security/
duo.html

To learn more about cloud security and 
performance solutions enterprises, contact 
Citrix and Duo.
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