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Biometric Authentication 
on XenDesktop and 
XenApp
SMARTACCESS/Virtual uses biometrics authentication 
helps remove the need for password input and 
management
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Fujitsu’s SMARTACCESS is a biometric solution that enables 
enterprise level password management and single sign-on for 
websites and applications. In April 2015, Fujitsu released 
SMARTACCESS/Virtual, which provides robust authentication for 
not only fat client PC environments but also virtualized desktop 
environments.

Using this solution, end users no longer need to remember 
multiple passwords to login to various systems, while for system 
administrators it is easier to improve IT operations and enhance 
security.

Introduction
There are many systems within a corporate organization and it is essential that when end users 
access each system, they must have authentication. As a result, end users are required to manage 
several complex passwords. However, this situation can also often lead to security incidents due to 
leaked passwords. On the other hand, administrators struggle to support end users when they for-
get their password.

Fujitsu is a leading company in the provision of biometric solutions, and is supported through a 
raft of use cases.

The latest FUJITSU Security Solution SMARTACCESS/Virtual supports Citrix XenDesktop and 
XenApp. This new and unique solution has been developed for desktop virtualization environ-
ments and is based on Fujitsu’s enterprise experience in biometrics. In addition, this solution allows 
end users to access password-based systems without keyboard input, by simply holding the palm 
of their hand over the sensor or by swiping a finger.

Released in April 2015, the solution is currently only available in the Japan market.

Solution Features
• Strengthen authentication security in a virtual desktop environment with a biometric  
 authentication of palm vein and finger print

• Improve usability and work efficiency for users by single sign on feature

• Reduce password administrative tasks for IT staff

• Prevent unauthorized access caused by user ID and password information leak

• Developed by using Citrix Virtual Channel SDK to pass its authentication data from end-point  
 devices to virtual desktops with security
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Biometrics authentication on XenDesktop and XenApp
SMARTACCESS/Virtual supports Citrix XenDesktop and XenApp. Authentications using a Citrix 
receiver as well as other authentications to corporate systems working on XenDesktop and 
XenApp can be replaced with biometrics authentication solutions (palm vein and fingerprint 
authentication are supported).

Single Sign On support
There are 2 processes for authentication requests. One is to request biometric authentication for 
each system. The other is referred to as SSO (single-sign-on) where authentication is required only 
once.

Conclusion
Fujitsu offers a leading-edge security solution for Citrix virtual desktop and application environ-
ments with a biometric authentication technology. Fujitsu Security Solution SMARTACCESS/Virtual 
allows users to logon to Windows desktops and in-house application systems with biometric 
authentication even while using the virtual desktop and application environments. In addition, it 
strengthens authentication security of the login process. Consequently, using the single sign-on 
feature of the biometric authentication reduces effort and time required for entering user ID and 
password for multiple systems running on virtual desktop environments.

Read more on Fujitsu SMARTACCESS Product (Japanese) 
http://www.fmworld.net/biz/smartaccess/products/
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