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How to Identify and Isolate Viruses in a VDI Environment

This eBook discusses what IT professionals 

should look for in such a solution. It 

describes the ability of Fujitsu’s ServerView 

Resource Orchestrator (ROR) to identify and 

quickly isolate infections before they 

become widespread in a Citrix XenApp/

XenDesktop environment.

IT administrators are very busy people. Each morning dawns with a 

new list of tasks and problems to solve. In the course of a normal 

day, IT administrators spend their time working their way through 

that plateful of tasks. 

But not every day is normal. Some days are plagued with a special problem: a virtual 

machine infected with a virus or malware. When that happens, the administrator’s 

normal routine is disrupted. All other responsibilities must be set aside so the 

administrator can immediately focus on isolating the infected machine. Failure to 

quickly do so increases the risk of spreading the virus throughout the entire network of 

virtual machines — an unacceptable outcome for any enterprise.

But manually finding and isolating an infection can be excruciatingly tedious and time 

consuming. With each tick of the clock, the risk of a runaway infection spreading 

throughout the entire virtual environment becomes more likely. Accordingly, a solution 

is needed that automates, simplifies, and speeds up the process of finding and isolating 

infections in virtual environments.
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Viruses and Malware CAN Rampage  

Through Virtual Environments  

Malware/virus infections in virtual environments are nothing new. But 

infections that occur within a VDI environment present unique challenges. 

While an infected physical machine can be isolated by simply removing a 

LAN cable, isolation of the infected virtual machine in a VDI environment 

is far more difficult. The difficulty of isolating a virtual machine can 

provide the infection with the time it needs to spread throughout the 

entire virtual environment. 

Administrators forced to rely upon manual processes for finding and 

isolating infections serve as unwilling allies in aiding the spread of the 

infection across the LAN.

1http://www.nytimes.com/2012/10/24/business/global/cyberattack-on-saudi-oil-firm-disquiets-us.html 

August 15, 2012 was a very bad day for one of the world’s most 

prestigious energy companies, Saudi Aramco. At 11:07 A.M., all seemed 

normal. But thousands of the company’s workstations had been stealthily 

infected by a virus named Shamoon, which had been programmed to 

spring into action at 11:08 A.M. At precisely that moment, the hard drives 

of all infected computers, tens of thousands of them, were wiped. Within 

an instant, all infected devices could only perform one task: displaying a 

haunting image of a burning American flag. Aramco was temporarily 

crippled, and the global business community was stunned.1 

But that wasn’t the last the world heard of Shamoon. A variant of the virus 

made an encore appearance on November 29, 2016.2  This time the 

malicious malware featured the ability to infect and destroy virtual 

machines. And once again the damage was extensive. Multiple 

government organizations and private sector companies were shut down 

for a two-day period.3 

2http://www.techadvisory.org/2017/01/new-virus-threatens-virtual-machines/ 
3http://gulfnews.com/business/sectors/technology/destructive-computer-virus-shamoon-hits-saudi-arabia-for-third-time-1.1970590
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Automatic and Immediate Isolation: 

Virus-infected virtual machines must be identified and isolated 

quickly, and without depending on human intervention. 

Where administrators might take hours to recognize and 

isolate an infection, an automated solution must be capable of 

doing the same in just seconds.

Enablement of Post-Infection Intelligence: 

Every infection by a virus or malware is a serious problem. 

But every infection is also an opportunity. Studying the 

occurrence can yield invaluable intelligence about systemic 

vulnerabilities that may help to prevent future attacks. For 

that reason, it is crucial that an automated solution 

quarantines the virus and makes it available for post-

infection study.

Minimization of Damage: 

No matter how quickly a virus or malware infection is 

identified, some degree of damage has already been done. 

But with rapid isolation of the infection, the damage can be 

prevented from expanding beyond the level existing at the 

time the infection is discovered.

Rapid Identification: 

The most devastating infections — those that cripple entire 

companies and generate global headlines — share a 

common theme: the delayed discovery of the infection. 

Frequently an infection is not identified until it has 

replicated itself throughout hundreds or thousands of 

virtual machines. Rapid identification of the initial infection 

is essential for preventing a small problem from 

snowballing into an absolute catastrophe.

Four Keys to Automating the Isolation of Infections

A solution that effectively aids in preventing the spread of virus and malware infections throughout virtual 
environments must provide four key functions:
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The three-hour manual process provides very little defense against a 

widespread infection. But the 10-second process enabled by ServerView 

ROR works to contain infections to their initial scope. ServerView ROR 

reduces the likelihood that that an initial attack will morph into a crippling 

large-scale infection.

Capabilities of Fujitsu ServerView  
Resource Orchestrator (ROR)

Fujitsu ServerView ROR offers an automated solution for the rapid 

identification and isolation of virus and malware infections. And 

importantly, the solution provides all the necessary key functions noted 

above, including:

• The automatic isolation of virus-infected virtual machines

• The automatic notification of administrators and users, alerting them 
to infected VMs

• The rapid isolation of infections: ServerView ROR quickly isolates and 
quarantines an infected virtual machine 

The isolation and quarantine process enabled by ServerView ROR is 

astoundingly fast. When relying on manual processes for identifying and 

isolating infections, the average time required is approximately three 

hours. But when the very same identify and isolate process is performed 

by ServerView ROR, the time to completion is only 10 seconds. The 

infection is quarantined and automatically added to a quarantine network.
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ServerView ROR Integration with Citrix XenApp and XenDesktop

Citrix XenApp and XenDesktop provide all configuration, monitoring, management and general 

administration functions. This comprehensive capability enables IT professionals to efficiently 

manage hundreds of virtual machines from a centralized management console.

ServerView ROR easily facilitates the integration of Fujitsu server management functions within 

VDI environments. The administrator simply installs ServerView ROR on a virtual machine (on 

hypervisors: XenServer, Hyper-V, and VMware) or a physical machine. Installation for ROR agent 

program is not required. Automatic detection, notification, isolation and quarantine of virus/

malware infections are then enabled.

A Partnership That Enhances the Productivity and Safety of Virtualization

The Fujitsu ServerView ROR can automatically and immediately isolate an infected virtual 

machine from a network. ServerView ROR prevents the spread of the virus and quarantines it 

for post-infection study. Enterprise security is greatly enhanced, and the workloads of both 

system administrators and security administrators dramatically reduced. 

Fujitsu’s selection as a Citrix Ready partner assures that ServerView ROR integrates smoothly 

with Citrix in providing an automated solution for protecting and maintaining security in a 

virtualized environment. 

Check out Fujitsu's Citrix Ready 

verified products here. To learn more, 

contact Fujitsu and Citrix today.
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