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“Goliath Technologies gives us complete visibility into
the end-user experience from the time they log on to
Cerner throucfgh their use of the application so we can
stay ahead of performance issues that can impact our
users.

— Chris Timbers, VP & CIO, NorthBay Healthcare
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Introduction

Focused on end-user experience, Goliath links Cerner RHO with the on-premise environment for a
complete end-to-end view. With our industry-only purpose-built Cerner module with embedded
intelligence and automation, health systems using Cerner can anticipate, troubleshoot and prevent
end-user experience issues before they are impacted to improve the clinician and patient
experience.

Health IT professionals can now:

» Have an end-to-end view of Cerner, end-user experience, and VMware Horizon/Citrix metrics
in one screen

Collaborate with Cerner with actionable intelligence for data-driven conversations
Proactively monitor to detect and resolve issues before end users are impacted

Isolate root cause and troubleshoot performance issues reducing remediation time

Prevent issues with historical reporting for trending and analysis

Purchase Goliath software directly from Cerner

v Vv Vv Vv Vv

End-to-End Visibility Requires 3" Party Tools

Health IT professionals know that an end-to-end view of the entire clinician experience is critical
to visualize because if there are gaps in visibility there are gaps in monitoring and these invisible
elements may be the root cause of performance issues.

The challenge for IT Pros is that the perception by management (Fig. 1) is there is a simple, direct
connect between clinicians and Cerner Millennium in the hosted facility. This is not reality (Fig. 2)
because the connection relies on many other IT elements to deliver a positive end-user
experience. In addition, other applications are delivered to the end user with the same connection
to the same device.
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Solution: l
Troubleshoot by isolating the Cerner clinician
experience and on-premises delivery i |
infrastructure. To effectively monitor and @
troubleshoot the clinician experience requires
purpose built on-premise tools with RHO
visibility for the desktop delivery
infrastructure.

Goliath Technologies is the only solution
deployed in Cerner RHO and across all system locations.

Goliath Proactive End-User Troubleshooting Architecture

The deployment architecture includes technology across all hospital locations and, optionally, at
the Cerner-hosted facility. In the data center hosting the electronic health record application,
intelligent agents are deployed on Citrix and/or VMware servers running Cerner applications.
Onsite at the hospital, Goliath Performance Monitor is deployed on virtual servers, desktops,
tablets, Citrix, VMware Horizon and other general IT infrastructure.

Goliath Proactive Deployment Architecture
End-to-End Visibility

Support or Data Center
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Remote Hospitals or Locations

Hospitals rely on a complex architecture to deliver not just Cerner, but many other critical
business applications to their facilities and users. It is imperative that they invest in the tools
required to anticipate, troubleshoot, and prevent clinician experience issues across this virtual
desktop delivery infrastructure.
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Automated Logons Confirm Cerner Availability

Goliath is the industry’s only proactive, production-ready end-user experience software that
validates availability of the entire Citrix or VMware Horizon delivery infrastructure. It ensures
availability by executing real Citrix or VMware Horizon sessions that exercise the exact same steps
a user takes during the Cerner logon process. Regardless of whether a user is remote or local, the
Goliath Application Availability Monitor deployed at the remote health systems gives
administrators an “early warning system” that allows them to know exactly what the Cerner end-
user experience will be like for their clinicians - in advance.

Immediate Citrix availability assessment, taking
into consideration NetScaler, Storefront, Delivery

Automatically schedule

Controller, SQL and Session Host availability, C“m?t A(‘;;"ab“‘w #of S"gs"a‘m“s launches to continuously
including XA configuration. : test availability. (‘l) Dashboard

: display of real-time

Dasnooars  Anayss  Schecue

. = urrent Avatabily| | of Skowiations , - . -
®) Citrix Applications and Desktops Cumegt Aaaabit of Sepuiatons 5192017 1200 AM © - sroanizeeu o Y o

assessment of
Citrix or VMware
Horizon availability

- (2) Launch times
I II I I I I I II I ""  broken down by

stages

Stage Load Time Average (secs) Stage Load Time Average (%)

) Access 7.068
[ Astmemcaton 2545
& Resources

1375

Draren 53

Breakdown failures by stage to determine if problems are Breakdown launch times by stage to identify

related to overall environment health or one part of the which stage should be optimized to yield the
delivery workflow. best results, and how they are performing.

End-User Screenshot Analytics

When there is a logon failure, an administrator will be alerted immediately. Using the real-time
analytics to isolate where the failure occurred and the root cause.

Illustrated Below: Quickly drill down to investigate failures right from the application availability
dashboard. Now you can see where the logon issues occurred during the logon process and what
the issue was - along with both detailed errors and screenshot evidence of the issue.
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The Goliath Application Availability Monitor identified a failure launching the application caused
by licensing issues, as evidenced in the captured screenshot, and, therefore sent an alert to the
Health IT team indicating a failure and providing specific details. This provides Health IT with both
the details and time required to resolve issues quickly - often before actual clinicians or patient
care is impacted.

The Automatic Citrix Discovery and Dependency Map

The Goliath Automatic Citrix Discovery and Dependency Map intelligently builds out a
dependency map of your Citrix infrastructure. It requires no manual set-up or scripting and adapts
to new components as they are added. This eliminates the time it takes to correlate relationships
between elements. Through color-coded connection line and specific metrics, it shows which
elements are affecting other elements and how. Then, as issues occur in your infrastructure, alerts
will ‘bubble up’ allowing IT professionals to see the impacted elements at a glance. This single,
macro view of your Citrix environment allows administrators to switch between different data
centers and farms, breaking down traditional siloed architecture and allowing effective
management and troubleshooting of your environment.

Highlights

» Automatically discovers and intelligently draws a dependency map of the Citrix delivery
infrastructure.

» Eliminates the time it takes to correlate root cause to elements in your environment by
graphically representing all the connections between components in your Citrix
infrastructure.

» Easily switch between data centers and farms to eliminate siloed architectures.
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» Drill down to the host level and view specific metrics for each element in your environment.
» View end-user experience metrics for different layers in your environment at a glance.

Prod VDI East
Clix XenDesk0p 7.9.0.43 Platinum
Prod VDI East v Data Center Health
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(10.20.201106) [ ]

2

No OID definition found. Ol
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Real-Time Citrix or VMware Horizon Performance Graphs

Goliath provides five layers of visibility in one console: hardware, host, VM, OS and application.
The performance graphs allow administrators to trend Citrix ICA/HDX or VMware PColP/BLAST
latency and logon duration as well as resource utilization of each server.

G GOLIATH  configwe Dashbosrs [Miew | Report LogManagement  Applcation Avallabilty

HNOLOC

Performance Graphs  SNMP Traps  Registry  XenApp & XenDesktop  VMware Horizon

XenApD Top 10: User ICA Latency
B creaes P [

Open Folders for Available
Dashboards:

VMware View entire environment
nServer in one display

ix XenDesktop

Identify servers experiencing
highest ICA/HDX latency

Citrix XenApp

r Botdlenecks
+ (] Windows
Linux/Unix

Hetwork

cex ) Xenapp: Logon Duration Average & Maximur

View logon duration
values at a glance

View Citrix XenApp & XenDesktop along with the entire supporting infrastructure in one console
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Correlate End-User Experience Performance Metrics

Goliath provides granular real-time and historic data for Cerner and all other virtual applications.

When there are issues, IT professionals drill into a user session to gain deeper visibility and
identify the root cause.

Configure  Dashboard | View | Report Log Management Application Availability Identify Cerner users with

a poor end user experience
Performance Graphs ~ SNMP Traps ~ Registry  XenApp & XenDesktop  VMware Horizon

Cerner Apps in use
() App Servers  (®) Published Apps & Desktops ) Virtual Desktops.
XA Server Name Session State UserAccount Client Name Client Address Version Logon ICA Latency ¥ Avg. ICA Latency App Name

E ICATCR#10  Active ——es STMORSPCRT1 108672120 14.2.100.14 8 secs, 33 ms 1656.1ms. [FowercartPiszc |
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B ICATCP#0  Active - DHLONURWOWO4 10753188 12308 6.8 secs, 47 ms 4978 me. | Powerchart P152C

® ICATCP#2E  Active BILLINGUNIT? 1921681110 14.2.0.10 9.6 secs) D3 ms 4282 ms. | Powerchart P152w Ofsite
= ICA-TCP#1 Active DHLOSERTREAT2 10753012 14210014 6.4 secs 227 ms. 4011 ms. JFirstnet P152C

Hy ‘ICA-TCP#JU LoggedOff - QHP3-PC 10.10.11.10 11.0.0.5357 6.8 secs. 390 ms. | 380.0ms P152E Offsite
# TCPRTT ACHTE —— BSFWERCPO07 T01663 67 T2 10018 78 326.3ms. |Powerchart P152W

B ICATCP#26  Active - GWUONUR3S08 10868679 12308 7.7 sece 47 ms 277.2me. | Powerchart P152E

2] ICATCRH# Active ECARE148 10.50.1.77 14.4.0.8014 75 secs 51 ms. 2522 ms. | Powerchart P152E Offsite
= ICA-TCPHT Active - FDRLCMGTERESAL 10186.131.149 121441 10.4 secs 250 ms. 2377 ms. JPowerchart P152C

® ICATCP#13  Active TMEDTHG32217 [ F, 7 15ms 2180ms. |Powerchart P152C

e ICATCP#I8  Active - ALHS-RDS1 breached Cerner thresholds [ 26 ms. 216.0ms. | Powerchart P152C offsite
B ICATCP#Z3  Active - WRMLMSGIW03 76 secs 55 ms. 2105 ms. |Powerchart P152E

7 o ICA-TCP#11 Active - - HCP4244 17221231169 12308 74 secs. 63 ms. 195 0 ms. JPowerchart P152W Offsite
i3 ICA-TCP#9 Active - WLN1400 1723173111 14310010 50.7 secs. 63 ms. 186 0 ms. P152E Offsite
B ICATCP#26  Active —— DTXTEXOMA0D2 103214210 14408014 65 secs 43ms 1841 ms. |Powerchart P152C Offsite
[T ———rTe LoggedOff  COMPwmemars REWD1354 105518921 14.3.0.5014 7.2secs 167 ms. 1825 me. |Powerchart P152E Offsite
[ ynseecrxies  ICATCP#22  Active GCORPHmCOrteaD TMCOMS529550 1086.17.160  14.2.100.14 6.8 secs 32ms. 173.4 ms. |Powerchart P152C

Automated Intelligence Isolates Clinician Performance Issues

Goliath provides industry-leading visibility into Citrix or VMware session performance by breaking

down the ICA/HDX or PColP/BLAST protocol and returning precise metrics around individual
channel performance.

Detailed ICA/HDX Channel Metrics include, but not limited to:

User Connection Performance » Thinwire Bandwidth
Printing Bandwidth » DCR Bandwidth
Audio Bandwidth » Multimedia Bandwidth

Clipboard Bandwidth
Keyboard and Mouse Bandwidth

v Vv Vv Vv Vv
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Goliath has the ability to trend ICA Latency for a user session, as well as ICA/HDX channels, which
can help identify performance bottlenecks. IT admins can view this data in context of other
session metrics or drill down into more detail under the ICA/HDX tab. Similarly, Goliath

Performance Monitor will provide detailed protocol and channel metrics for PColP, and Blast for
VMware Horizon deployments.

Summary Logon ICA/HDX vGPU App Server Hypervisor Host Applications Alerts/Logs
Session: HDX - Application Client Address: 172.31.0.16 Farm/Group:  Ep@miiamimins
Client Machine Name: Connected via: Delivery Controller: Active Directory: Session Host: Hypervisor Host:
19216813 NS-AGO2 SVR-XAGPS000 SVR-DCOZ RDSH-TWIN162 10.20.20.104
'
jm} —_— =3 - 4% —_ <

Identify when network latency is causing ICA/
HDX latency as well as correlate VM metrics
Logon: 295  Session Start: 2019-06-2008:52:32  Session End: 2019-06-21 04:49:52  Duration: 19h §7m 20s From RHO session host

Logon Summary

5] Client Validation Authentication GPO Logon Scripts AN Profile

[EEEN Interactive Session

Key Performance Metrics
ICA/HDX Virtual Machine Resources Host Resources
cPU CPU A e ey i iy
ICARTT J’\/\’J‘ ——
————ee
CPU CPU
Rea Rea
Netwark ad i
Latency
——————"""—— Memory Memory
Connection
Speed BIW Storage
N o~ Latency - — A P
Average ICA Channel Bandwidth Top 5 Applications by Resource Usage
Application PID Duration CPU Memory
ApplicationFrametostexe 11948 167d 53m
amsve.exe 3160  193d 6h 37m  [86%! ] [ 15MB |
IN: 96 Kbps
B ovn e AuthManSvrexe Wite  sodsem AR
\
AgentService.exe 29004 106d 2h 39m | [19% | | [2mB |
browser_broker.exe 10440 187d 53m [0% |

[iawe ]

Real-Time Logon Duration Drilldown

If you can’t drill down into all 33+ stages of the Citrix or VMware Horizon logon process, then you
can’t isolate and fix root cause of logon slowness. With the Citrix/VMware logon duration
monitoring and troubleshooting functionality of Goliath Performance Monitor you can now

capture real-time logon duration times and get alerted to end-user logon slowness on any of the
33+ logon duration stages.

The real-time Citrix/VMware Logon Duration Drilldown breaks down a user’s logon process into
each of the stages to help understand what needs to be optimized to improve logon times. This
report can also be used to identify and troubleshoot session load problems by identifying what

may be getting stuck or taking too long to process. Threshold-based alerting on user logon times
is also possible.
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Delivery controller and
receiver brokering process

Summary Logon ICAHDX vGPU VDI Server Hypenvisor Host Applications Alerts/Logs

Logon: 1328s Session Start: 2019-06-20 08:53.13 Session End: 20713-06-21 04 4351 Duration: 190 56m 383

Legon Diration Brokering

Delivery Controller Stages: Citrix Receiver Startup Stages:
Crodentas Authentication Q155 Prormer Crnaton - Appicator Ervrersion Chent -] N Resoluton Web Server 0235
Crndenisby Dbinrbon Lem Profile | osd Os Bachug URL Clmed Count - RECONNECT ENUM CLENT Ow
gn.gnlamwm - Progra= Nesghbotood Cred o wmthﬂ o F&mt‘ ENUM WEB o
Dttwe Mugging o Bewnor Crmmtor 8 Ml Trecerran Thtertor Tiant o STARTUP CLIENT e
Losgon Sergt Exscuion -] Basncr Samrt i “iTh A Pl Onmamicnt o Sanson Craation Chamt 0.1
Lok Page Wet Serser Durshos 0 0w Senmor Loobwp Chert 1ma
S eactor Clect Y Tehat Reagonas Wab Server ime

Logon Stage Details

Stage Description Sart  Duration ..., 0 12

Client Validation Brokering and Endpoint Launch execulion including iaunching the chent mdgnmégn 1. 2smc l

Liser authentication, Polcy Retreval, and logon sonpl determination at the
8 host O8:52-28 232

Get Account.

Data
LT wmam

70 As

W Authentication

OC Mama: (SVR.DONT oo goka, oo
DC Doman Nama CORP GOUATH COM
Doenain Controdier Data

Account Domain Hame CORP GOLIATH COM

D:C Mame. \SVR-DCAOZ o gubeth com
D Domiieh Nama CORP GOLATH COM

08 5252 452 nss

LOAP Calls

Account Domain Name. CORP GOLIATH COM
DC Hame. \SYR-DCO2 oo gokath com

D:C Domain Name: CORP.GOLIATH COM

OR5312.532 &

File Accossed

Accoant Domain Name: CORP GOLIATH COM
DC Mame: (SVR-DCO2 oorp golka com

DC Domain Name: CORP.GOUATH COM

08:53.40.732 Ths

GPO Group Poiicy Execution 08:53:50684 258ms ]

Drill down into each stage of
the logon process.

The logon duration drilldown allows an administrator to parse logon times into each of the stages
and substages. This includes the details of the brokering process that the Citrix Delivery Controller
and Receiver is responsible for and the breakdown of the session launch from mouse click to
being delivered onto the XenApp/XenDesktop Server or VDI, including, but not limited to:

End User Mouse Click to Launch Application or Desktop to Session Host
ICA/HDX File Download

XML Service Name Resolution of an App or Desktop to a Session Host
User Authentication

Time to Request Session Creation

v Vv Vv Vv Vv

» Determine the Session Host
» STA Ticket Retrieval
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Logon Script Execution

Profile Load and Drive Mapping
Session Creation

Desktop Load

v Vv Vv Vv

When the Session is established on the XenApp/XenDesktop Server or VDI, Goliath Performance
Monitor further breaks down the policy and profile load stages to determine the root cause of
which script or stage caused the logon delay. This is accomplished by providing the details of how
long each process took and iterating each execution stage and how that occurs including:

» Identifying and establishing connection to the Domain Controller for authentication
» LDAP calls to copy over policies
» Copying over each script file

Execution of each group policy and script to determine the execution time of:

» Registry Extensions » Drive Mapping

» Citrix Group Policy » Printer Mapping

» Folder Redirection » OU Policy Execution
» Citrix Profile Management

The same metrics are available when diagnosing VMware Horizon logon durations.

Embedded Intelligence and Automation

Goliath’s monitoring and troubleshooting software with embedded intelligence and automation
guides users on what to monitor and how to monitor it. It includes specific metrics and analytics
that empower Health IT Professionals to proactively anticipate issues before they happen,
troubleshoot them when they do occur and prevent them from happening in the future.

Our out-of-the-box software will:

Automatically deploy to your IT infrastructure

Automatically Monitor over 250 known failure points & conditions

Alert on performance threshold events, conditions & failures

Automatically 24/7/365 ensure applications and infrastructure are operational
Remediate issues on demand

Resolve issues at the help desk level that would historically be escalated

v Vv VvV VvV VvV v v

Schedule reports for insights and long-term planning

Working with Cerner to Improve End-User Experience

Cerner Lights On Network® and Goliath Technologies offer a powerful and complimentary feature
set that together deliver significant value to our mutual customers. Cerner Lights On Network is

The Standard in Health IT | goliathtechnologies.com n



the best technology available to support Cerner and Cerner hospitals with the complex needs and
requirements of multiple stakeholders throughout the hospital. It provides a robust,
comprehensive set of features that covers many critical areas including Compliance, Security,
Adoption, Configuration Standards, Performance, Users, Outcomes and much more.

Goliath Technologies focuses instead on the Citrix / VMware environment on-premises at the
hospital locations. Goliath’s software is specifically used by the systems engineers in hospital IT
organizations that support both users accessing Cerner over Citrix and VMware, and other
corporate staff at the hospital. Goliath focuses on reducing end-user experience issues on-
premises when users are interacting with any Citrix or VMware Horizon delivered applications.
Most Cerner hospitals are using Citrix and/or VMware Horizon to deliver access to multiple
corporate applications, not just access to Cerner RHO.

The different roles and users for our products present additional value for both Cerner and Cerner

hospitals.

» The combined metrics available from both Cerner Lights On Network and Goliath
Technologies allow hospitals to analyze a holistic view of their environments.

» This holistic view allows hospitals to pinpoint the specific root cause of performance issues -
which are likely to exist in the on-premises delivery infrastructure, not Cerner itself.
» Goliath’s proactive approach to Citrix performance issues leads to less criticism for Cerner

and reduces support calls to CernerWorks.

Cerner Lights On Network:

Application Monitoring
Hosted

Cf Cerner

Topics Include
Physician Alignment
Overall Compliance Checks
Configuration Standard
Solution Health
Adoption Rate
Regulatory Compliance
Response Time Summary
Average Transaction
Response Time
Revenue Cycle
Nursing Standards
Stability

Goliath Technologies:
End-User Performance
Monitoring
On-Premise

@®GOLIATH

TECHNOLOGIES®

Topics Include
End-User Experience Metrics
On-Premise VDI Performance

Session Performance

Logon Duration

User Profile Processing

ICA/HDX & PColP/BLAST protocols

Virtual User Launch

User Account Domain Authorization

User GPO Processing
Events and Log Alerts

Sample Deployment: Universal Health Services

UHS is one of the 10 largest for-profit healthcare organizations in the United States. Today, UHS
has Goliath Performance Monitor and Goliath Application Availability Monitor deployed at their
corporate office, 30 acute care hospitals, and within the Cerner datacenter on Citrix servers

running Cerner applications.

The Standard in Health IT | goliathtechnologies.com
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UHS has configured and scheduled the availability monitors to launch tests to confirm applications
are available 24/7/365. Currently, approximately 15,000 application test launches occur daily with
a real-time alert being triggered if a logon fails or exceeds a logon time threshold. This alerts
administrators before the logon difficulty manifests to end users, so they have the ability to
remediate the issue before clinicians or healthcare workers are impacted.

In one example, a number of the clinical staff were having difficulty accessing the Cerner
applications, getting frequent disconnects, unable to load the application at all, and while
connected, horrible slowness. By using Goliath Performance Monitor, the IT staff at the hospital
was able to determine that the issue had nothing do with Cerner, saving hours and days in the
troubleshooting process, but rather that the users were all connecting through the same Wi-Fi
access point at the hospital.

UHS Cerner RHO Deployment

WEST CENTRAL EAST
93 Servers 129 Servers 115 Servers
5 | /
EH2 EHa oHe EMo M &Me oMz EMe GHa
EMe =He oMz oM sHa oMe oMe oMe oM
EMe =He He oM sHa oMe He oMe oMa
27 Remote Acute Care Hospitals
/ s
CERNER™ ® :é'“E:

@ Hospitals with Goliath Technalogies
End User Experience Module for Cerner
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The Standard in Health IT

Goliath Technologies empowers health IT to be proactive and prevent end-user experience issues
before clinicians and patients are impacted. Goliath is trusted by healthcare organizations using
Cerner, including Universal Health Services, NorthBay Healthcare, AtlantiCare, Westchester
Medical Center and many others to improve patient care.

Goliath Technologies can be purchased directly through Cerner. If you would like to learn more
about how we can provide value to your organization, email us at
techinfo@goliathtechnologies.com.
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