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Introduction 
This paper highlights the configuration best practices for implementing user 
data consolidation with HP StoreEasy Storage systems with Folder Redirection, 
Offline Files, and Roaming User Profiles to manage data more effectively. 
This paper also highlights configuration rules for optimizing HP StoreEasy 
Storage systems for better user file access performance, fault-tolerance, 
capacity efficiency, and better file access security. 

Overview 

Users in many organizations store data, such as application data files or documents, locally on individual laptop or desktop 
PCs. This practice has several disadvantages: 

• Reduced mobility: Users cannot access the files or documents from other network locations or other PCs in the organization. 

• Risk of data loss: Malfunction of the local disk can result in data loss. 

• Inefficient storage usage: Often the same files of different versions are stored in several places, which increase total 
storage-related costs. 

• Difficulty in performing regular data backups: Individual backups for every PC are cumbersome. 

• Time-consuming maintenance or upgrades: Maintenance or upgrade activity of PC requires more time to back up and 
restore the data. 

• Interferes with common user experience: Even if users’ data is configured to store on a centralized network file share, 
the desktop, operating system, and application settings differ between different desktop and laptop PCs. This requires 
additional learning time to understand the PC settings and to locate the data, thus decreasing productivity. 

• Network files accessibility: User data stored on a network file share becomes inaccessible in the event of a network or 
server outage. 

In summary, managing user data is one of the most critical aspects of any business environment. Administrators find it 
challenging to make user data available consistently. 

Technologies to address these challenges 
HP StoreEasy Storage systems enable an organization to store user data with greater efficiency and consistency in 
centralized storage instead of individual user PCs through four key features: 

• Folder Redirection enables administrators to redirect the path of a known folder to a new location. The new location is a 
file share on an HP StoreEasy Storage system. Users interact with files in the redirected folder as if it still existed on the 
local drive. 

For example, you can redirect the Documents folder, which is usually stored on a local drive, to a shared location of a 
StoreEasy Storage system. 

• Offline Files make network files available, regardless of a slow or unavailable connection to the server. When working 
online, file access performance is at the speed of the network and server. When working offline, files are retrieved from 
the Offline Files folder at local access speeds. 

For example, users can continue accessing their data in the event of a corporate network or server outage. It is even 
possible to take laptops to a remote location, such as a home office, and access data without connectivity to the 
corporate network. 
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• Roaming User Profile redirects user profiles to a file share so that users receive the same operating system and 
application settings on multiple computers. 

• Work Folder: StoreEasy system running software version 4.00.0a or later introduces new role called Work Folders, which 
provide users flexibility to work on files offline/online and data will auto sync with centralized file server once it is 
connected to Internet. There should be no worries about Internet connection, login/password to access their corporate 
network, and files are up to date whenever files are getting accessed. For more details on this feature of StoreEasy, 
search for the white paper titled “HP StoreEasy—Deploying Work Folders Best Practices”, at hp.com/storage/whitepapers. 

A user profile is a namespace of user specific folders and settings isolated for user and application data. The folders are 
Contacts, Desktop, Documents, Downloads, Favorites, Music, Videos, Pictures, Searches, AppData, Links, and Saved Games. 
Administrators can implement Folder Redirection in combination with Offline Files for some or all of these folders to store 
all user data and settings on an HP StoreEasy system and also provides users the ability to access their data while offline or 
in the event of a network or server outage.  

Deploying user data consolidation 

Deploying user data consolidation on an HP StoreEasy system involves implementation of Folder Redirection, Offline Files, 
and Roaming User Profiles. This requires the following configuration steps: 

1. Disk configuration 

2. User and security groups 

3. File shares and permissions 

4. Group Policy Object configuration 

Disk configuration 
Pool Manager is available on HP StoreEasy Storage systems running software version 3.02.0a.xx or 3.00.1a.xx or above. 
Pool Manager analyzes the configuration of your StoreEasy Storage system and guides you to choose a disk configuration that 
reduces the chance of data loss or unavailability. Hence, HP strongly recommends the use of Pool Manager to configure disks. 
Once the disk pool is configured, go to File and Storage Services of Server Manager to create virtual disks and volumes. 

For detailed information on configuration steps, refer to HP StoreEasy Administrator Guide. Links are available in the 
end section of this document. 

User and security groups 
Create users and groups per your requirements in the domain controller. Select Active Directory Administration Center 
from the Tools menu of Server Manager. Create a new group and make all users member of that group. New users are 
added to the Users group by default. 

For detailed steps, go to the URL: technet.microsoft.com//library/jj649078.aspx. 

File shares and permissions 
Specific permissions are required for the file share that hosts redirected folders. 

Go to File and Storage Services in Server Manager and Select SMB Share—Advanced from New Share creation menu. 
For detailed steps, go to the URL: technet.microsoft.com//library/jj649078.aspx. 

Note 
While configuring File Share, if Encrypt data access is turned on, clients must access their files using Windows® 8,  
Windows 2012, or newer operating systems. SMB in-flight encryption is not supported on earlier operating systems. 
Clients running previous versions of Windows® will see an Access is denied error. More details can be found here: 
blogs.technet.com/b/filecab/archive/2012/05/03/smb-3-security-enhancements-in-windows-server-2012.aspx. 
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Roaming User Profiles on user accounts 
Setting up roaming user profiles on a user account 
The following is a basic procedure for setting up a roaming user profile for a specific user. 

Detailed steps are available at the URL: technet.microsoft.com//library/jj649079.aspx. 

1. In Active Directory Administration Center, navigate to the Users container (or OU) in the appropriate domain. 

2. Select all users to which you want to assign a roaming user profile. 

3. Right-click each user and click Properties. 

4. In the Profile section, select the Profile path: checkbox. 

5. Enter the path to the file share where you want to store the user’s roaming user profile, followed by %username%  
(which is automatically replaced with the user name the first time the user signs in).  

For example: \\storeeasy.corp.hp.com\Profiles$\%username% 

Group Policy Object configuration 
This creates a Group Policy Object (GPO) in Server Manager, and enables you to set up folder redirection for the GPO.  

For more detailed steps, go to the URL: technet.microsoft.com//library/jj649078.aspx. 

1. Select Group Policy Management from the Tools menu of Server Manager and create a new GPO for the domain. 

2. Right-click the GPO you created in the previous step, and then click Edit. 

3. In the Group Policy Management Editor window, navigate to User Configuration > Policies > Windows Settings > 
Folder Redirection. 

4. After you have configured the Folder Redirection Group Policy settings, enable the GPO to permit it to be applied to 
affected users. 

A. Right-click the GPO that you created. 

B. Click Link Enabled. 

After successful configuration of Folder Redirection, a new icon with a redirection mark appears in Windows Explorer. 

Figure 1. Windows Explorer 
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Exceptions for clients running Windows XP or Windows Server 2003 
There are a few caveats while implementing a user data consolidation for clients running Windows® XP or  
Windows Server® 2003: 

• Applying the Documents Folder Redirection setting to Windows XP or Windows Server 2003 will redirect the Pictures, 
Music, and Videos folders to the same location as the Documents folder, if not currently configured. 

If these folders are already configured for redirection and you want them to follow the Documents folder, you must 
update their settings. 

• Per-computer based roaming profile is not supported in Windows Server 2003 and Windows XP. 

Windows Vista® and its successor use a different profile structure than Windows Server 2003 and Windows XP. Thus a user 
who switches between the two classes of OS cannot have personal data transferred automatically. Instead, two distinct 
server-side profiles are created for this user. 

Best practices to enhance file access performance 

The following sections highlight various best practices to improve file access availability, performance, storage 
space efficiency, and file access security. Consider these recommended configurations while implementing user 
data consolidation. 

Disk pool configuration 
Pool Manager suggests the best disk pool configuration based on the number of disks installed in your StoreEasy system. 

The Create Pool page in Pool Manager shows storage pool options per best practices. Click on Help me decide to assist in 
the pool configuration selection. 

Special considerations 
If Pool Manager advised to create multiple pools and you are planning to use the storage system only for user data 
consolidation, distribute all user specific folder redirections across all the Pools. Base your decision on user access rate on 
user folders. 

For example, if Pool Manager suggested creation of two pools and users in your organization mainly deal with 
Microsoft® Word and Excel documents, to distribute user access load better, you should redirect Documents to a folder on 
first pool and the rest of user specific folders on the other pool. The following example illustrates the configuration: 

Example configuration 
In the configuration illustrated below, Volume 1 stores documents, and Volume 2 stores Contacts, Desktop, Documents, 
Downloads, Favorites, Music, Videos, Pictures, Searches, AppData, Links, and Saved Games. 

Selection of pool type as Performance in Pool Manager will enforce the appropriate RAID Level to provide best 
performance. Enterprise SAS disks are required to configure a Performance pool type in Pool Manager. 

If you have external disk enclosures attached to the StoreEasy system, ensure distribution of folders across Pools created 
on each disk enclosure. 
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Figure 2. Example StoreEasy system deployment 

 

Clustered StoreEasy system 
When using a Clustered Storage system such as the HP StoreEasy 3000, use the following guidelines: 

• Assign only one cluster disk to each file server role for better load distribution and simplify troubleshooting. In case of an 
issue, a single file server role would impact all clients. 

• Distribute the file server role across cluster nodes to distribute the storage and network load. 

• Use DFS-N to create a single share namespace blogs.technet.com/b/josebda/archive/2009/12/30/windows-server-dfs-
namespaces-reference.aspx. 

Network 
For HP StoreEasy 3000 storage system, it is preferable to use 10GbE ports for the client’s file access network traffic. 

Configure NIC Teaming and switch side trunking 
To support higher bandwidth requirement for storage system clients, HP recommends configuring link aggregation, which 
includes NIC Teaming on the HP StoreEasy system, and trunking at the switch side. 

This also enables network traffic failover to maintain connectivity in case of a network component failure. For HP StoreEasy 
3000 storage systems, consider teaming both 10GbE NICs of each node, to have traffic failover in case of link failure. 

To configure NIC Teaming on the Storage system, do the following: 

1. Open Server Manager. 

2. Right-click the Server and select Configure NIC Teaming. 

For more information, go to the URL: microsoft.com//download/details.aspx?id=30160. 

Refer to your switch documentation to configure switch level trunking. 
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Choosing user specific folders for redirection 
Implementing roaming profiles without enabling Folder Redirection will copy the entire user profile to the local system at 
logon. When the user logs off, the system will copy back the entire user profile to the file share. This has the following 
disadvantages: 

• The size of the user profile grows over time, as the user keeps storing data in it. The constant back and forth copying of 
the entire profile causes a slowdown in logon/logoff times. 

• If a user with a roaming profile logs in to multiple client systems, and subsequently makes conflicting changes to the 
same file, the last logoff or write will be in effect. This is important when Folder Redirection is also important. 

• There is a risk of data loss if the local hard drive suffers a failure during long periods of activity. 

Folder Redirection provides a mechanism to point specific folders within the user profile to a file share. Data does not roam 
with Folder Redirection. Instead, it is redirected from the local hard drive to a network share. This technique helps to avoid 
copying data back and forth from the file share to the local drive during logon/logoff. 

Data that roams with roaming profiles will also include system settings such as outlook profiles, desktop wallpapers, 
screen savers, Windows Explorer view settings, installed/default printers, etc., Folder Redirection does not account for 
these settings. 

Although Roaming Profiles and Redirected Folders are two different techniques, they are often used together. 

HP recommends redirecting all user specific folders and centralized user data for faster logon/logoff. 

Choose AppData for folder redirection based on the users and applications being used. Redirect it if applications store large 
numbers or large sized files. For better performance, avoid redirecting if the application constantly performs read and write 
operations on this location. 

Some application settings might get corrupted, if the AppData folder redirected to a file share and a user runs the application 
from multiple client computers. 

Enabling the Offline Files feature 
The Offline Files feature saves a copy of network files on the user’s computer for use when the computer is not connected 
to the network. In this case, you should enable Always Offline Mode to Provide Faster Access to Files. 

Note 
This feature is enabled by default for redirected folders on Windows client computers, and disabled on computers running 
Windows Server, unless changed by the user. 

The slow-link mode group policy can be set with a latency of one millisecond to enable the Always Offline mode. 
This enables client computers running Windows 8, Windows Server 2012 or 2012 R2 to automatically use the Always 
Offline mode. 

However, computers running Windows® 7, Windows Vista, Windows Server 2008 R2, or Windows Server 2008 might 
continue to transition to the online mode if the latency of the network connection drops below one millisecond. 

The Group Policy Allow or Disallow use of the Offline Files feature group policy can also be used to enable Offline Files 
feature. Both the policy settings are located in Computer Configuration\Administrative Templates\ 
Network\Offline Files of Group Policy Management. 

Customizing the offline file feature 
Windows performs a background sync of offline folders in the slow-link mode at a default interval with the start of the sync 
varying between 0 and 60 additional minutes. Depending on your operating system, this feature functions as follows: 

• In Windows 7 and Windows Server 2008 R2, the default sync interval is 360 minutes. 

• In Windows 8, Windows Server 2012 or 2012 R2, the default sync interval is 120 minutes. 

Depending on synchronization requirements, you can change the default value in Configure Background Sync Group 
Policy. This Policy is located in Computer Configuration\Administrative Templates\Network\ 
Offline Files of Group Policy Management. 

Depending on the size and criticality of the files, some folders can be excluded from local caching, to reduce the offline files 
cache size and the time required to synchronize offline files. 
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Setting offline policies 
Do not automatically make specific redirected folders available. The Offline Policy setting, located in  
User Configuration\Administrative Templates\System\Folder Redirection,  
can be enabled with some specific folders to exclude them. 

Windows 8, Windows Server 2012 or 2012 R2 support cost-aware synchronization by automatically tracking roaming and 
bandwidth usage limits while on metered connections. By default, when the user has a metered connection, such as 3G or 
4G mobile networks, Windows switches to Offline mode and disables background synchronization. 

If you enable file synchronization on costed networks setting, located in Computer Configuration\ 
Administrative Templates\Network\Offline Files of Group Policy Management, synchronization can 
occur in the background when the user’s network is roaming, near, or over the plan’s data limit. This might result in extra 
charges on cell phone or broadband plans. 

Best practices to improve user data availability 

This section describes best practices to protect user data on StoreEasy storage systems in case of a hardware failure, or a 
network or server outage. 

Disk Configuration, Clustering, NIC Teaming 
Some of the areas, such as disk pool configuration, RAID level, cluster configuration, and NIC Teaming, which are discussed 
under the Performance section, can also improve user data availability. 

Choosing a RAID level is basically a tradeoff among storage space efficiency, availability of data in the event of drive failure, 
and read/write file access performance. Select the appropriate RAID level based on your requirements. 

For example, if some files in your document folder are more critical than other files, choose a higher RAID level, such as 
RAID 1+0, which increases the chances of data retention in case of multiple drive failures. 

With Pool Manager, you choose the best possible configuration from an availability point of view, which includes 
configuration of a spare drive automatically. Selection of Pool Configuration, which has a greater number of Pools, provides 
better availability. A disk failure may impact only the respective volume rather than all volumes. 

NIC Teaming also enables network traffic failover to maintain connectivity in the event of a network component failure. 

Offline Files 
The Offline Files feature enables users on client computers to access files on Folder Redirected, even if there is a network or 
server outage. 

Backup 
User data residing on user PCs is often unprotected, and might be lost in case of theft or hard disk failure. With centralized 
user data, IT administrators can ensure that data is backed up regularly, with no action required on the part of the user. 
Occasionally, a user may need to retrieve an accidently deleted or older version of a file. Previously backed up data would 
help in such cases. 

Replication 
If the file share uses DFS Replication (DFS-R) to replicate the contents with another server, a user must be able to access 
only the source server to prevent other users from making conflicting edits on different servers. 

For more information, go to the URL: technet.microsoft.com//library/cc771058.aspx. 
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Best practices for greater storage efficiency 

This section describes best practices that enhance storage space efficiency for user data on StoreEasy storage systems. 

Disk configuration 
RAID level plays a major role in space efficiency. Selection of the Capacity Pool type in Pool Manager will set the appropriate 
RAID Level. This provides better capacity efficiency. You must use midline SAS disks to create a Capacity Pool within Pool Manager. 

In initial storage configuration, a common mistake is improper estimation of space requirement for each volume. 
For example, you might configure sufficient free space on Volume 1, while Volume 2 might run out of space. Pool Manager 
provides options for multiple pool sets to help select a configuration closely matching your space requirement. 

For example, you might estimate that 10 TB of space is for the user documents, and 6 TB for all other types of files. 
You must choose the pool set of 13 and 9 pool configurations on a StoreEasy 18X0 system for better space utilization. 

Note 
If you are unsure about space requirement for each category, putting all folders on a single pool and volume would make 
more efficient use of space management. 

Profile size 
One of the most common sources of profile bloat is user data stored in a roaming profile. To save disk space on the client 
system, you can delete cached copies of roaming profiles and delete user profiles older than a specified number of days. 

You can set system restart policy settings to delete locally cached versions of roaming user profiles when the user logs off 
or restarts their PC. This setting is in the Computer Configuration\Administrative Templates\ 
System\User Profiles node of the Group Policy Object Editor snap-in. 

If you are deploying Roaming User Profiles with Folder Redirection in an environment with existing user profiles, you can 
deploy Folder Redirection before Roaming User Profiles. This minimizes the size of roaming profiles. After the existing user 
folders have been successfully redirected, you can deploy Roaming User Profiles. 

Data deduplication 
With user data stored on individual local systems, the same files and/or different versions of those files are often stored in 
several places. With user data centralized on a StoreEasy Storage system, system administrators can use built-in data 
deduplication to reduce the total amount of space required to store user data—typically by 30 to 50 percent. 

New user systems can be provisioned with less local disk space, and those systems are less likely to need more disk space 
installed over time. 

For more information on data deduplication, see the: technet.microsoft.com//library/hh831602.aspx. 

Quota management 
For improved control on space usage, you can implement quota management users as follows: 

1. Choose the SMB Share—Advanced profile. 

2. On the Quota page, select a quota to apply to users of the share. 
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Best practices to improve file access security 

Redirected folders generally contain personal files and folders, and it is important to protect them from unauthorized 
access by the following means: 

Managing file share permissions 
You can restrict access to the share to specific users by creating a security group. The security group includes users that 
have redirected folders on a particular share. 

Note 
During share creation, you can hide the share by entering the $ symbol after the share name. This will hide the share 
from browsers. 

A best practice is to allow only the minimum permissions needed. The permissions are defined in the table below: 

User account Minimum permission required 

Creator/Owner Full Control—subfolders and files only 

System Full Control—subfolders and files only 

Administrators Full Control—this folder only 

User Group that needs to put data on 
share (Folder Redirection Users) 

List folder/read data 
Create folders/append data—this folder only 

 

Using access-based enumeration 
When configuring a file share, it is possible to enable access-based enumeration on a shared folder used for redirection 
containing user files and folders. Users who access the shared folder can see only their own directories, while other users’ 
folders are hidden from view. 

Encrypting data access 
Implementing SMB 3 on HP StoreEasy Storage system adds the capability for secure data transfers by encrypting  
data in-flight. This can be turned on during share configuration for Enhanced SMB Security. 

Note 
When enabled, clients running previous versions of Windows 8, Windows Server 2012 or 2012 R2 might be unable to access 
the share and receive an Access is denied error. 

Enabling Folder Redirection only on designated computers 
This is a new feature for systems running Windows 8, Windows Server 2012 or 2012 R2. It is a policy setting that controls 
whether folders are redirected only on a user’s primary computer. This setting is useful for improving log on performance 
and to increase user data security in situations in which a user can prevent the download of private data. This is useful for 
use with public computers, or for shared computers within a command area or shared office. 

If you plan to implement primary computer support, do so before you enable the GPO. This prevents user data from being 
copied to non-primary computers before primary computer support is enabled. 

More information on deploying primary computers is available at: technet.microsoft.com//library/jj649076.aspx. 
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Conclusion 

The HP StoreEasy product family provides Folder Redirection and Offline Files capabilities that enable administrator consolidate 
user data and profiles on a centralized storage. This solution allows customers to manage user data efficiently. It is possible to 
deploy user data consolidation using Folder Redirection, Offline Files, and Roaming User Profiles configuration steps. Use of 
best practices will optimize file access performance, availability, storage space efficiency, and file access security. 

For more information 

HP StoreEasy guides 
Access the HP StoreEasy 1000 and 3000 user and administrator guides in the Technical Support/Manuals section located at: 
hp.com/go/storeeasy1000 and hp.com/go/storeeasy3000. 

Folder Redirection, Offline Files, and Roaming User Profiles overview 
The Microsoft TechNet Library contains an overview of Folder Redirection, Offline Files, and Roaming User Profiles, as well 
as step-by-step deployment instructions: technet.microsoft.com//library/hh848267.aspx. 

Windows Server 2012 NIC Teaming (LBFO) Deployment and Management 

DFS Replication 

Data Deduplication 

Learn more at 
hp.com/go/storeeasy 
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