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As virtual desktop infrastructure (VDI) has become
more common, companies are benefiting from the
flexibility it offers. Virtualized desktops deliver a
more secure, more manageable and less costly
computing experience compared to physical
desktops. According to a recent survey, 62 percent
of business respondents use virtualization in some
form.
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Accordingly, it is crucially important that VDI environments are protected
from the cybersecurity threats that have become commonplace. It is also
vital that the security solution be specifically tailored to VDI environments.
This eBook will discuss four features that a VDI security solution must
include to maintain the benefits of virtualization while also meeting the
unique needs of VDI.

Security remains an issue for VDI
But security remains an issue for VDI. Each day seems to bring news of yet
another cybersecurity threat — computer viruses, worms, ransomware,
spyware, adware and others. The majority of malware poses a direct threat
to security in VDI environments, as 80 percent of malware can survive in a
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Many new occurrences of malware, in fact, are targeted specifically against
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virtualized environments. Some strains are engineered to spread from
virtual machine to virtual machine and from host to host, raising the specter
of a pandemic event that can cripple even the most widely distributed VDI
environments. This may be why only 52 percent of respondents to a
Kaspersky survey reported that they fully understand the risks of
virtualization.
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Feature #1: Multilayered Protection

VDI is complex, encompassing a range of potential areas of vulnerability.

A multilayered solution should also empower VDI administrators with the

A superior VDI security solution must offer protection for each area. While

ability to control and protect devices that are connected to virtualized

file-level protection is certainly crucial, it must be regarded as only a

desktops.

foundational building-block component of VDI security — a single layer
of security.

Layer multiple security methodologies

A satisfactory security solution must provide additional layers of security
designed to protect other potential points of vulnerability such as memory
and control processes. This goal can be accomplished by layering multiple
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security methodologies — threat detection, blocking technologies,
heuristics, behavior analysis, unpatched vulnerabilities, etc. — on top of
file-level protection. A multilayered approach to VDI security enables a
robust, resilient defense against the multitude of cyber-threats that exist in
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today’s world.
While providing enhanced protection, a multilayered approach helps to
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optimize the end-user experience. A multilayered solution capable of
blocking dangers such as malicious URLs, ransomware and cryptors will
inherently work to improve basic workaday chores such as searching the
internet and working with web-based resources.
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Feature #2: Administrative Ease & Performance Boost

Agentless or light agent approaches

IT administrators are busy people. They are responsible for the hands-on
completion or oversight of hundreds of tasks each day. No security solution
should needlessly complicate their jobs.
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Resource usage optimization
Preserves fast boot and logon

An administrator-friendly security solution should provide single-pane-ofglass capability, enabling management to see everything from a single
console and incorporating all administration under a single umbrella.
Reporting and monitoring should be easy and intuitive.
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Security solutions offering an “agentless” or “light agent” approach —
making the security solution native to the virtualized environment — can
further reduce the administrative workload. This approach also results in a

Reduce Administrative Workload
Native integration with VDI platform
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Tools

dramatically smaller resource footprint, which helps to boost performance
while easing the administrative load.

No performance outages or ‘storms’
Full visibility via a single control pane
Lightweight GUI for better experience

Fubon Bank, a large commercial bank headquartered in Shanghai, recently
experienced the beneficial impact of a light agent approach. After deploying
traditional antivirus software on more than 1,200 virtual desktops,
performance slowed to a crawl. Switching to a solution that employed a
light agent approach restored normal performance.
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Feature #3: Seamless End User Experience

That concern helped to influence leadership’s choice of Kaspersky Security

A great VDI security solution should integrate seamlessly with the virtual

for Virtualization.

infrastructure. Ideally, end users should be able to go about their business

End user experience

without giving a thought to security — and without interruption from the
security solution.

An agentless approach lends itself to that goal by minimizing the security

“Our team was impressed by

solution’s impact upon hypervisor performance. Agentless architecture also

the capabilities shown by the

helps assure that users are not burdened with decision-making chores that

Kaspersky Lab software during

are properly handled by administrators or the system.

proof of concept, for instance
its user friendliness, the

A VDI security solution that offers multi-language support can also

comprehensive dashboard and

positively impact the end user experience, particularly for companies with

of course level of protection.”

operations spanning multiple countries.

Lambert Bongers
Adelante Healthcare Group
Information and automation team member

Adelante Healthcare Group recently sought a security solution for their
virtual desktops and servers. Chief among their concerns was the impact the
security solution would have on the end user experience; they didn’t want to
enhance security at the cost of diminishing usability.
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Feature #4: Integration With Virtual Solutions Like Citrix

Citrix

The best VDI security solutions will be designed to effortlessly integrate
with the most popular virtual solutions. Citrix XenServer, for example,

• Installs in less than 10 minutes

provides best-in-class performance and support for virtual desktops and

• Automates management processes

servers. A VDI security solution should provide seamless integration with
XenServer.

• Increases IT flexibility and agility
• Lowers TCO
• With tight integration into Microsoft
environments, and included license

A value leader in the virtualization space, XenServer is an open source

entitlements for XenApp and XenDesktop,

platform for cloud, server and desktop virtualization infrastructures.

XenServer is the perfect virtualization platform for

Organizations of any size can install XenServer in less than 10 minutes to
virtualize even the most demanding workloads and automate management
processes, thereby increasing IT flexibility and agility and lowering TCO. With
a rich set of management and automation capabilities, a simple and
affordable pricing model and optimizations for virtual desktops and cloud
computing, XenServer is designed to optimize datacenters and clouds today

Citrix workloads.

sources, and optimizing resources for greater virtual machine density.
Common problems such as antivirus storms and “instant-on” gaps —
typically associated with agent-based solutions — are eliminated with
centralized updates and scanning performed at virtual server level.
For companies still largely reliant upon physical systems, making a move to

and in the future.
Kaspersky’s unique light agent architecture does provide seamless
integration with XenServer, reducing the load on Citrix’s virtual computing
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virtualization can also strengthen enterprise security.
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A Perfectly Symbiotic Security Solution

For Citrix XenDesktop and XenServer customers, Kaspersky Lab’s Security for

It’s a dangerous world. More than ever before, it is crucial that all systems,

Virtualization offers a single solution for protecting both virtual server and

both physical and virtual, be protected with comprehensive security

virtual desktop. In perfect symbiosis, Kaspersky Lab’s Security for

solutions. But the means of protection, and the resultant impact upon

Virtualization maximizes the protection so vital in today’s world without

system management and usability, are just as important. Careless selection

diminishing the benefits that make Citrix so popular.

can result in problems that resonate far beyond issues of security.
To learn more about how Kaspersky Lab’s Security for Virtualization
When selecting a security solution for virtual desktops and servers, it is

complements Citrix XenDesktop and XenServer, contact Kaspersky and

certainly important to seek a solution that provides adequate protection.

Citrix today.

But it’s equally important to select a solution that will not prevent the
achievement of the very goals that prompted the move toward
virtualization.
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