9 ouT OFlO ORGANIZATIONS HAVE

EXPERIENCED A BREACH WITHIN THE PAST 2 YEARS.

AND OVER 70% OF SECURITY BREACHES ORIGINATE AT THE ENDPOINT.

SESSIONGUARDIAN ISTHE NEW STANDARD
FOR COMPLIANCE-REGULATED DATA PROTECTION.

Know that each remote user is Lock down your compliance-regulated
complying with your select security data without limiting access for your
protocols from log on to log off authorized professionals

Block unauthorized administrators *  Seamlessly integrate custom security

from accessing PIl data with protocols into your existing virtualization
continuous identity verification environment

Get unmatched protection against ¢  Simplify compliance regulations and
PIl theft and damaged reputation create an ironclad audit trail

Breaches can cost organizations millions of dollars in fines', and even more in damaged reputation.
Don’t be a statistic—get the first and only software that locks down your Pll data and mitigates data
theft for good. Learn more today.

" https://www.emarketer.com/content/healthcare-data-privacy-2021

Security Controls

Pll Data Isolation from end-
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SESSION

GUARDIAN

FOR COMPLIANCE

SessionGuardian  Citrix
+ Citrix "

Azure/
AWS/
VMWare

. v v v
user device
Copy(PI:mt/ Download v v v
Restrictions
Disabled Screenshots/Screen v s v
Share
Watermarks v v X
Multi-factor Authentication v A X
Con't!nuc?us Identity v % %
Verification
Should'er Surfing/Bystander v ¢ x
Detection
Smartphone Detection v X X
Application Blacklist v VEE X
Working Hours Restrictions v v* X
Audit Log Generation v v* X
VPN Prevention and v J* X

Geolocation Restriction

* Requires Addon’s from Citrix

**Checked at the start of VDI Session
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