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What It Does
TrustForce uses lightweight agent and 
agentless technologies to automate 
complex activities, including rekeying 
and recertification, for which manual 
processes might open vulnerabilities. 

To prevent the misuse of SSH keys 
in the datacenter and the cloud, 
TrustForce responds automatically 
to suspicious anomalies such as the 
reconfiguration of an authorized key 
list. TrustForce also establishes and 
enforces enterprise certificate whitelists 
to eliminate unnecessary risk from 
digital certificates signed by untrusted 
certificate authorities (CAs). With 
TrustForce, organizations can remediate 
key and certificate vulnerabilities 
by replacing the vulnerable key or 
certificate automatically. In addition, 
TrustForce enables organizations to 
scale their cryptographic resources 
more quickly and securely through 
automated key and certificate 
operations and intelligent application-
specific integration.

Venafi TrustForceTM

To learn more visit 
Venafi.com/TrustForce

Why It Is Important
TrustForce helps organizations 
automatically respond to and remediate 
key and certificate anomalies so that 
errors and oversights don’t become 
vulnerabilities that can be exploited 
in a key- and certificate-based attack. 
With automated integration across 
hundreds of applications, devices, 
services, and CAs, TrustForce ensures 
the remediation process occurs 
seamlessly. TrustForce delivers 
powerful, automated security and 
enables organizations to securely scale 
their cryptographic resources to meet 
elastic demands for services.  

By deploying TrustForce in conjunction 
with Venafi TrustAuthority, enterprises 
are able to gain complete visibility into 
their cryptographic resources, to detect 
and report on anomalies, to enforce 
enterprise policies, to automatically 
remediate key and certificate 
vulnerabilities, and to integrate with 
multiple analytics and SIEM systems.  
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Automate Vulnerability Remediation. Scale Quickly and Securely.

The Facts
17K 
WIDE REACH
Keys and certificates 
in an average network1

51%
NO VISIBILITY
Organizations unaware of 
how many certIficates and keys 
are actively in use1

100% 
ALREADY COMPROMISED
Had attacks on 
keys and certificates 
in the last 24 months1

OVER 60%
INABILITY TO RESPOND
Cannot respond to attacks 
based on keys and certificates 
within 24 hours2

http://www.venafi.com/TrustForce
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Features
Automated Security
TrustForce provides fully automated key 
and certificate control, eliminating 
the vulnerabilities that can arise from 
error-prone manual processes—errors 
such as accidentally copied keys, deleted 
certificates, or altered configuration 
files. TrustForce enables organizations 
to scale new encryption-dependent 
applications quickly by rapidly deploying 
keys and certificates to them.

Enforcement of Key and 
Certificate Whitelist
TrustForce quickly identifies CAs that 
should not be trusted on mission-
critical systems and ensures whitelisted 
certificates are included in trust 
stores and blacklisted certificates 
are excluded. Organizations can 
then prevent attacks that leverage 
certificates from blacklisted CAs.

TrustForce can also whitelist or 
blacklist SSH keys. When whitelisting a 
key, TrustForce allows access to the 

About Venafi
Venafi is the market-leading 
cybersecurity company in Next-
Generation Trust Protection. As a 
Gartner-recognized Cool Vendor, Venafi 
delivered the first trust protection 
platform to secure cryptographic 
keys and digital certificates that every 
business and government depends on 
for secure communications, commerce, 
computing, and mobility. Venafi 
customers are among the world’s 
most demanding, security-conscious 
organizations. 
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host but collects more information on 
how the key is used for further analysis. 
When blacklisting a key, TrustForce 
blocks the key—preventing it from 
being used to access the host—and 
marks the key for deletion.

Automated Key and 
Certificate Remediation
TrustForce enables organizations to 
respond and remediate vulnerabilities 
automatically so that errors, oversights, 
and attacks do not become breaches. 
By providing automated, end-to-end 
provisioning of complex, load-balanced 
encryption environments, systems 
administrators can automate a wide 
variety of provisioning processes, 
including key generation and 
distribution, certificate signing request 
(CSR) generation, CSR submission, CA 
approval, issued certificate retrieval, 
certificate installation, private key 
backup, and certificate renewal.
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