
Background

The Bar-Oz insurance company was a victim of 
multiple ransomware attacks that disrupted its day-
to-day operations and threatened to cause severe 
damage to the company's finances and reputation. 
Ever since the company deployed Votiro Disarmer 
for Email with its Advanced Content Disarm and 
Reconstruction technology, Bar-Oz experienced no 
more ransomware intrusions.

The Bar-Oz insurance company is not alone: in 2016 
ransomware attacks had amounted to an estimated 
total of $1 billion. The financial costs along with the 
organization's damaged reputation and the outlay 
required for patching targeted vulnerabilities in the 
system – all account for much more than the ransom 
itself.

About the Bar-Oz Insurance Company

Specializing in homeowners insurance, Bar-Oz 
has been serving customers for many years. As a 
well-known company, Bar-Oz receives many email 
messages and files on a daily basis, exposing the 
company's sensitive data to cyber-attacks.

The challenge

The employees at the insurance company had 
undergone multiple cyber-security training sessions 
and were given guidance as to how they can detect 
and prevent such cyber-attacks. However, as in many 
similar cases, employee training on avoiding cyber-
attacks bears little fruits, and the employees in Bar-Oz 
continued to open malicious emails and attachments, 
which resulted in recurring ransomware attacks.

It was clear Bar-Oz needed a solution to protect them 
from sophisticated ransomware attacks on the one 
hand, and maintain the company's vital workflow and 
communication channels on the other. 

When ransomware threatened 
to expose this insurance company's 
sensitive data

"We chose Votiro because of its 
unique concept and its known 
success in stopping any exploit 
from arriving through the email 
channel."
Amir Bar-Oz, CEO
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Combating Ransomware Attacks with 
Votiro Disarmer for Email 

Votiro's patented Advanced Content Disarm 
and Reconstruction technology has proven to 
actively disarm even the most sophisticated 
malicious content embedded in incoming files, 
and reconstruct a clean, safe-to-edit version of the 
original file, keeping all of its functionality intact. 
Votiro's technology does not rely on signatures 
nor needs to recognize threats in order to sanitize 
them. Since Ransomware attacks depend on the 
manipulation of a file's active content to exploit 
a vulnerability in an application, Votiro Disarmer 
renders any ransomware attack- inert, by design.

1. Over a period of two-weeks, the company has 
received multiple email messages containing 
ransomware attacks in the form of Microsoft 
Word attachments.

2. As a consequence, the Votiro Disarmer for Email 
was deployed. Once implemented, the Votiro 
Disarmer for Email immediately started blocking 
the ransomware attacks using its patented CDR 
technology, by actively sanitizing all incoming 
traffic and delivering safe-to-edit files with their 
original functionality intact. 

www.vot i ro.comLearn more about Votiro’s CDR technology.

The Value
 
Malicious email messages are still sent to Bar-Oz, 
but the Votiro Disarmer continues to sanitize files 
and successfully defeat the sophisticated attacks. 
The entire sanitization process for each content file 
lasts less than a second, enabling the company's 
disruption-free business activity.

The user receives a targeted email 
message with an attachment.

The user opens the attachments, 
thus triggering an exploit. The exploit 
downloads the ransomware and 
installs it on the computer.

The ransomware encrypts all files on 
the computer, completely blocking 
access to them.

The user receives a message 
presenting the ransom demand. 

The user either pays the ransom to 
receive the decryption key, or does 
not pay, and is unable to retrieve the 
files.

"As a cloud-based service, 
the Votiro Gateway was simple 
to deploy and started working 
immediately."
Amir Bar-Oz, CEO

How it works:

www.votiro.com



