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User productivity challenges, desktop security issues, and meeting HIPAA compliance 
are common pain points in any healthcare organization. In a typical hospital environment, 
clinicians lose productivity and valuable time with patients as they are required to 
repeatedly login and logout of multiple workstations throughout the day. Healthcare IT 
leaders need a solution for staff productivity while complying with security and privacy 
policies.

QwickACCESS for Chrome Devices addresses these challenges by providing clinicians with 
a fast and secure sign-on solution that leverages unique proximity badge functionality. 
QwickACCESS allows clinicians to quickly login and logout of their Chrome devices with 
the simple tap of a proximity badge, increasing productivity, streamlining workflow, and 
strengthening security and privacy compliance.

QwickACCESS for Chrome Devices, combined with the industry-leading virtualization 
solutions from Citrix, enables access to any EHR, non-EHR and legacy applications . Over 
the last 20 years, Citrix has become the de facto standard for virtualized applications and 
desktops in healthcare in the US. Citrix healthcare solutions are used by 3 million clinicians 
daily, and approximately 88% of US hospitals who have implemented leading EHR solutions 
such as EPIC and Cerner have employed Citrix technology as the foundation.

More recently, we have seen rapid adoption of Chrome Enterprise in the healthcare 
industry. Organizations such as Middlesex Hospital, Chapters Health System, and Cardinal 
Innovations Healthcare use Chrome devices for their speed, security, simplicity, shareability 
and for the tight integration with Citrix virtualization solutions.

Now with the launch of QwickACCESS for Chrome, healthcare IT leaders have a solution to 
deliver secure proximity badge access to their Citrix environment while reducing the costs 
and complexity associated with end-user computing.

Products Included in This Solution:

• Citrix XenDesktop: Citrix provides a complete virtual app and desktop solution 
that fully meets the needs of healthcare organizations with a single, easy-to-deploy 
platform. XenDesktop provides employees the freedom to work from anywhere while 
cutting IT costs. XenDesktop enables the delivery of Windows, Linux, web, and SaaS 
applications or full virtual desktops to healthcare workers on any device, anywhere.
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• Google Chrome Devices: With a long-life battery, portable design and seamless offline 
transition, Chromebooks make work easy for frequent travelers, office roamers, and 
remote workers alike. Highly adaptable to healthcare environments, Chromebooks 
come equipped to deliver the full power of the G-Suite range of intelligent apps. 
Healthcare workers can create, edit and share documents with anyone, anywhere. The 
rich ecosystem of Google Play store productivity apps provides workers with the ability 
to work seamlessly across devices without missing a beat.

• Chrome Enterprise: Devices running Chrome OS (Chromebook, Chromebox, 
Chromebase) have business capabilities that can be activated through Chrome 
Enterprise. This license enables the productivity, support and control features that 
businesses need to manage your entire fleet of Chrome devices. More information is 
available here.

• HealthCast QwickACCESS: QwickACCESS, HealthCast’s secure authentication 
solution that provides proximity badge access to local and virtual environments, now 
supports Chrome devices. QwickACCESS users simply tap their badge to access their 
session, and tap again to secure it when work is finished. QwickACCESS eliminates 
the need to type in usernames and passwords multiple times throughout the day. The 
unique proximity badge functionality provided by QwickACCESS allows users to “tap 
over” another user’s session, securing the open session and enabling it to be accessed 
anywhere on supported devices. Enhancing user compliance with privacy and security 
policies, QwickACCESS strengthens data security while boosting user convenience and 
efficiency.

Solution Architecture
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Technical Overview

Deployment of this solution will be easy to implement in virtually all healthcare 
organizations. Key deployment considerations for each component of this solution require 
the following components:    

Citrix XenDesktop 

XenDesktop begins with installing the following components. This process prepares for 
delivery of applications and desktops to users inside your firewall.

1. One or more Delivery Controllers

2. Citrix Studio

3. Citrix Director

4. Citrix StoreFront

• CitrixStoreFront, v.2.6 or greater 

• Citrix StoreFront Web API, v.3.0 

• HTTP Basic Authentication enabled

• Citrix License Server

5. One or more Citrix Virtual Delivery Agents (VDAs)

6. XenDesktop, v.7.6 or greater

7. Optional components and technologies such as the Universal Print Server, the 
Federated Authentication Service, and Self-Service Password Reset

For a full list of all requirements and detailed deployment steps, please see below:

1. Reviewer's guide for XenDesktop installation

2. System Requirements of Chrome Receiver

3. Deploying Citrix Receiver for Chrome

Google Chrome Enterprise and Devices. 

Deployment requirements for Chrome Enterprise and Devices include:
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Organization Google Account  

• Google Account for your organization (not a personal Google Account), access to the 
Google Admin console (https://admin.google.com)

• Receiver-whitelist-policy.txt file (available from HealthCast)

• Qwickaccess-for-chrome-policy.txt file (available from HealthCast)

Chrome Devices (Refer to the HealthCast solution requirements here for the latest 
HealthCast supported hardware and software)

• Chromebook, Chromebox, or Chromebit devices are supported

• Chrome OS, version 60 or greater

• Each end-point device must be enrolled into Chrome device management

• QwickACCESS for Chrome Devices, latest version

• Citrix Receiver for Chrome, version 2.6.0.4001 or greater

• RFIDeas proximity card reader – one for each Chrome end-point device (must be 
purchased from HealthCast). Supported readers and firmware version: RDR-6082-AKU, 
RDR-6022-AKU or RDR-6012-AKU, with firmware version 9.7.3.

• 26-bit, 125 kHz proximity cards (compatible with required RFIDeas readers above) – 
one for each user 

Google recommends a five-step process for organizations deploying Chromebook devices. 
(Additional deployment detail is available through the Chrome Device Deployment Guide.)

• Survey your site: Check that bandwidth is sufficient for the number of Chromebook 
devices to be deployed. Google recommends a maximum of 30 devices per access 
point. (Enterprise-grade access points may be able to handle more devices.) Any 
external peripherals, including keyboards and printers, should be tested to assure 
they work correctly with Chrome devices before deploying them throughout the 
organization.

• Add Wi-Fi networks as needed: The Google Admin console can be used to create 
Wi-Fi profiles that may be applied to Chrome devices during the enrollment process. 
(Any updates made later to Wi-Fi profiles are automatically pushed to deployed 
Chrome devices.)
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• Set Chrome management policies: Settings and policies may be tailored for different 
Chrome users and devices. To do so, create groups of users or devices that have 
specific requirements into organizational units. The desired settings can then be applied 
to each of the organizational units. Once user policies have been set up, they are tied 
to the users’ profiles, and are enforced anywhere users sign in. Similarly, device policies 
may be defined and enforced on all Chrome devices enrolled within an organizational 
domain.

• Update devices to the latest Chrome version: Enrolled Chrome devices should be 
updated to the latest Chrome release in the Stable channel. Go to this link for latest 
Chrome release.  If only a small number of Chrome devices are being deployed, they 
can be permitted to automatically update to the latest Chrome version when they first 
sign in. For larger installations, in the interest of conserving network bandwidth, it is 
recommended that devices be updated to the latest Chrome version before enrolling 
the devices. This can be accomplished in just minutes using the Chromebook Recovery 
Utility.

• Enroll Chrome devices: Before enrolling large quantities of Chrome devices throughout 
an organization, Google recommends enrolling a single device to test that the preset 
management policies work correctly. An administrator can enroll Chrome devices 
globally, or individual users may enroll devices using the Enrollment Permissions policy. 

HealthCast QwickACCESS.

Deployment requirements for QwickACCESS include:

• HealthCast Lynx Server Software and License Key

• QwickACCESS for Chrome Devices Application (available in the Chrome Web Store)

• Per-user perpetual licenses that may be purchased directly from HealthCast

• Organization Google Account with access to Google Admin Console

• Chrome Device enrolled in Chrome Device management

• RFIDeas proximity card reader

• Citrix StoreFront

• Citrix XenDesktop
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For a full list of all requirements and detailed deployment steps, please see below:

1. Solution Requirements

2. Pre-Installation Steps

3. Installation Steps

Conclusion

There’s no question that the multiple login logjam saps the productivity of healthcare 
workers, causing costs to expand, patient care to suffer, and compliance issues to abound. 
And though the time-sap of requiring a healthcare worker to login and logout multiple 
times per day may not seem all that significant, the facts indicate otherwise. On an 
organizational scale, this adds up and the costs of requiring multiple logins/logouts are 
substantial.

The solution offered by HealthCast, Google and Citrix provides a versatile and 
cost-effective approach to enhancing patient data security, and increasing healthcare 
worker productivity.

For more information about QwickACCESS, contact HealthCast.

For more information about Citrix Ready solutions and partners, contact Citrix.

About CItrix Ready 
Citrix Ready identifies recommended solutions that are trusted to enhance the Citrix Delivery Center infrastructure. All products featured in 
Citrix Ready have completed verification testing, thereby providing confidence in joint solution compatibility. Leveraging its industry-leading 
alliances and partner ecosystem, Citrix Ready showcases select trusted solutions designed to meet a variety of business needs. Through the 
online catalog and Citrix Ready branding program, you can easily find and build a trusted infrastructure. Citrix Ready not only demonstrates 
current mutual product compatibility, but through continued industry relationships also ensures future interoperability. Learn more at 
citrixready.citrix.com. 


